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Summary

CVE CVE-2011-3372

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-12-24 19:55:00 UTC

Updated 2011-12-26 05:00:00 UTC

Description imap/nntpd.c in the NNTP server (nntpd) for Cyrus IMAPd 2.4.x before 2.4.12 allows remote attackers to bypass authentication by sending an AUTHINFO USER command without sending an additional AUTHINFO PASS command.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cyrus Imapd All All All All

References

Reference Source Link

About Secunia Research | Flexera SECUNIA secunia.com

Support / Security / Advisories / / MDVSA-2011:149 | Mandriva MANDRIVA www.mandriva.com

740822 – (CVE-2011-3372) CVE-2011-3372 cyrus-imapd: nntpd authentication bypass CONFIRM bugzilla.redhat.com

Support REDHAT www.redhat.com

Debian -- Security Information -- DSA-2318-1 cyrus-imapd-2.2 DEBIAN www.debian.org

Latest Updates - Cyrus CONFIRM cyrusimap.org

Secunia - The Leading Provider of Vulnerability Management and Vulnerability Intelligence Solutions MISC secunia.com

(Red Hat Issues Fix) Cyrus IMAP Server NNTP Service Lets Remote Users Bypass Authentication - SecurityTracker SECTRACK securitytracker.com

cyrus-imapd - Cyrus IMAP GIT repository CONFIRM git.cyrusimap.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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