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RPM 4.4.x through 4.9.x, probably before 4.9.1.2, allows remote attackers to cause a denial of service (memory corruption)
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Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Rpm Rpm 442 All All All
Rpm Rpm 4.4.2. All All All
Rpm Rpm 4421 All All All
Rpm Rpm 4422 All All All
Rpm Rpm 4423 All All All
Rpm Rpm 46.0 All All All
Rpm Rpm 4.6.1 All All All
Rpm Rpm 47.0 All All All
Rpm Rpm 471 All All Al
Rpm Rpm 4.7.2 All All All
Rpm Rpm 480 All All Al
Rpm Rpm 442 All All All
Rpm Rpm 4.4.2. All All Al
Rpm Rpm 4421 All All All
Rpm Rpm 4422 All All All
Rpm Rpm 4423 All All All
Rpm Rpm 4.6.0 All All All
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Application Rpm Rpm 4.6.1 All
Application Rpm Rpm 4.7.0 All
Application Rpm Rpm 4.71 All
Application Rpm Rpm 4.7.2 All
Application Rpm Rpm 4.8.0 All
Application Rpm Rpm All All

All

All

All

All

All

All

All

All

All

All

All
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References

Reference Source Link Tags
rpm.org Git Repositories - rpm.git/commitdiff CONFIRM  rpm.org

[security-announce] SUSE-SU-2011:1140-2: important: Security update for SUSE lists.opensuse.org
Releases/4.9.1.2 - rpm - Trac CONFIRM  rpm.org Vendor Ad
[security-announce] openSUSE-SU-2011:1203-1: important: rom (CVE-2011-33 SUSE lists.opensuse.org

Red Hat Customer Portal MISC access.redhat.com

Bug 741606 — CVE-2011-3378 rpm: crashes and overflows on malformed header CONFIRM  bugzilla.redhat.com

rpm.org Git Repositories - rpm.git/commitdiff MISC rpm.org

Support / Security / Advisories / / MDVSA-2011:143 | Mandriva MANDRIVA  www.mandriva.com

Support REDHAT www.redhat.com Vendor Ad
access.redhat.com | CVE-2011-3378 MISC access.redhat.com

USN-1695-1: RPM vulnerabilities | Ubuntu UBUNTU www.ubuntu.com

rpm.org Git Repositories - rpm.git/commitdiff MISC rpm.org

oss-security - rpm/librpm/rpm-python memory corruption pre-verification MLIST www.openwall.com

rpm.org Git Repositories - rpm.git/commitdiff CONFIRM  rpm.org

2015-07 Security Bulletin: CTPView: Multiple vulnerabilities in CTPView - Juniper Networks = CONFIRM  kb.juniper.net

Bug 741612 — CVE-2011-3378 rpm: buffer overflow with malformed archive (copyTdEntry) = CONFIRM  bugzilla.redhat.com Exploit
CVE Program record CVE.ORG  www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical,
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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