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CVE CVE-2011-3391
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2011-09-08 18:55:00 UTC
Updated 2017-08-29 01:30:00 UTC
Description IBM Rational Build Forge 7.1.2 relies on client-side JavaScript code to enforce the EditSecurity permission requirement for

1|

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition
Application Ibm Rational Build Forge 71.2 All All
Application Ibm Rational Build Forge 71.2 All All

Language
All

All

References

Reference Source
74831 OoSsvDB

SecurityTracker: IBM Rational Build Forge Lets Remote Authenticated Users Bypass Access Controls SECTRACK

PM38058: CLIENT SIDE VALIDATION OF SERVER SIDE SECURITY AIXAPAR
IBM Rational Build Forge 'EditSecurity' Permissions Information Disclosure Vulnerability BID

IBM Rational Build Forge Security Settings Information Disclosure Security Issue - Secunia.com SECUNIA
IBM X-Force Exchange XF

CVE Program record CVE.ORG
NVD vulnerability detail NVD

4 |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

Link

www.osvdb.org
securitytracker.com
www.ibm.com
www.securityfocus.coi
secunia.com
exchange.xforce.ibmc
WWW.Ccve.org

nvd.nist.gov



https://cve.report/
https://cve.report/CVE-2011-3391/mitre
https://cve.report/CVE-2011-3391/nist
https://cve.report/CVE-2011-3391/cve_org
https://cve.report/api/cve/CVE-2011-3391.json
https://cve.report/CVE-2011-3391.pdf
http://cve.report/vendor/ibm
http://cve.report/software/ibm/rational_build_forge
http://cve.report/vendor/ibm
http://cve.report/software/ibm/rational_build_forge
http://www.osvdb.org/74831
http://securitytracker.com/id?1026004
http://www.ibm.com/support/docview.wss?uid=swg1PM38058
http://www.securityfocus.com/bid/49407
http://secunia.com/advisories/45871
https://exchange.xforce.ibmcloud.com/vulnerabilities/69522
https://www.cve.org/CVERecord?id=CVE-2011-3391
https://nvd.nist.gov/vuln/detail/CVE-2011-3391
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