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CVE CVE-2011-3521
State PUBLISHED
Assigner oracle

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-10-19 21:55:01 UTC
Updated 2026-04-29 01:13:23 UTC
Description Unspecified vulnerability in the Java Runtime Environment component in Oracle Java SE JDK and JRE, 7, 6 Update 27 anc

/ ]

Risk And Classification

Primary CVSS: v2.0 10 from nvd@nist.gov
AV:N/AC:L/Au:N/C:C/I:.C/A:C

Problem Types: NVD-CWE-noinfo | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sun Jak 1.5.0 All All All
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Application sun Jre 1.6.0 update_zb Al All
Application Sun Jre 1.6.0 update_26 All All
Application Sun Jre 1.6.0 update_3 All All
Application Sun Jre 1.6.0 update_4 All All
Application Sun Jre 1.6.0 update_5 All All
Application Sun Jre 1.6.0 update_6 All All
Application Sun Jre 1.6.0 update_7 All All
Application Sun Jre 1.7.0 All All All
Application Sun Jre All update31 All All
Application Sun Jre All update_27 All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Sol
Repository / Oval Repository af8:
"[security bulletin] HPSBUX02760 SSRT100805 rev.1 - HP-UX Running Java, Remote Unauthorized Access, D' - MARC af8:
access.redhat.com af8!
"[security bulletin] HPSBUX02730 SSRT100710 rev.1 - HP-UX Running Java, Remote Unauthorized Access, D' - MARC af8:
IBM X-Force Exchange af8:
USN-1263-1: IcedTea-Web, OpenJDK 6 vulnerabilities | Ubuntu af8!
Red Hat Customer Portal af8!
[security-announce] SUSE-SU-2012:0114-1: important: Security update for af8!
About Secunia Research | Flexera af8:
developerWorks : Java™; technology : IBM developer kits : Additional documentation af8:

Oracle Java Runtime Environment (JRE) Multiple Flaws Let Remote Users Execute Arbitrary Code and Deny Service - SecurityTracker — af8:

"[security bulletin] HPSBMU02799 SSRT100867 rev.1 - HP Network Node Manager i (NNMi) v9.0x Running JD' - MARC af8!
Oracle Java Critical Patch Update - October 2011 af8!
About Secunia Research | Flexera af8:
Gentoo Linux Documentation -- IcedTea JDK: Multiple vulnerabilities af8:
Oracle Java SE CVE-2011-3521 Remote Java Runtime Environment Vulnerability af8:
'[security bulletin] HPSBMU02797 SSRT100867 rev.1 - HP Network Node Manager i (NNMi) v9.1x Running JD' - MARC af8:
CVE Program record Ccv
NVD vulnerability detail NV
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http://cve.report/vendor/na
http://cve.report/software/na/n/a
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A13662
http://marc.info/?l=bugtraq&m=133365109612558&w=2
http://www.redhat.com/support/errata/RHSA-2011-1384.html
http://marc.info/?l=bugtraq&m=132750579901589&w=2
https://exchange.xforce.ibmcloud.com/vulnerabilities/70850
http://www.ubuntu.com/usn/USN-1263-1
http://rhn.redhat.com/errata/RHSA-2013-1455.html
http://lists.opensuse.org/opensuse-security-announce/2012-01/msg00049.html
http://secunia.com/advisories/48692
http://www.ibm.com/developerworks/java/jdk/alerts/
http://www.securitytracker.com/id?1026215
http://marc.info/?l=bugtraq&m=134254866602253&w=2
http://www.oracle.com/technetwork/topics/security/javacpuoct2011-443431.html
http://secunia.com/advisories/48308
http://security.gentoo.org/glsa/glsa-201406-32.xml
http://www.securityfocus.com/bid/50215
http://marc.info/?l=bugtraq&m=134254957702612&w=2
https://www.cve.org/CVERecord?id=CVE-2011-3521
https://nvd.nist.gov/vuln/detail/CVE-2011-3521

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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