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Summary

CVE CVE-2011-3522

State PUBLIC

Assigner secalert_us@oracle.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-10-18 22:55:00 UTC

Updated 2017-08-29 01:30:00 UTC

Description Unspecified vulnerability in SysFW 8.0 on certain SPARC T3, Netra SPARC T3, Sun Fire, and Sun Blade based servers allows local users to affect confidentiality, related to Integrated Lights Out Manager CLI.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Oracle Netra Sparc T3-1 - All All All

Hardware Oracle Netra Sparc T3-1 - All All All

Hardware Oracle Netra Sparc T3-1b - All All All

Hardware Oracle Netra Sparc T3-1b - All All All

Hardware Oracle Sparc T3-1 - All All All

Hardware Oracle Sparc T3-1 - All All All

Hardware Oracle Sparc T3-1b - All All All

Hardware Oracle Sparc T3-1b - All All All

Hardware Oracle Sparc T3-4 - All All All

Hardware Oracle Sparc T3-4 - All All All

Hardware Oracle Sun Blade X6270 - All All All

Hardware Oracle Sun Blade X6270 - All All All

Hardware Oracle Sun Blade X6270 M2 - All All All

Hardware Oracle Sun Blade X6270 M2 - All All All

Hardware Oracle Sun Blade X6275 - All All All

Hardware Oracle Sun Blade X6275 - All All All

Hardware Oracle Sun Blade X6275 M2 - All All All

https://cve.report/
https://cve.report/CVE-2011-3522/mitre
https://cve.report/CVE-2011-3522/nist
https://cve.report/CVE-2011-3522/cve_org
https://cve.report/CVE-2011-3522.pdf
http://cve.report/vendor/oracle
http://cve.report/software/oracle/netra_sparc_t3-1
http://cve.report/vendor/oracle
http://cve.report/software/oracle/netra_sparc_t3-1
http://cve.report/vendor/oracle
http://cve.report/software/oracle/netra_sparc_t3-1b
http://cve.report/vendor/oracle
http://cve.report/software/oracle/netra_sparc_t3-1b
http://cve.report/vendor/oracle
http://cve.report/software/oracle/sparc_t3-1
http://cve.report/vendor/oracle
http://cve.report/software/oracle/sparc_t3-1
http://cve.report/vendor/oracle
http://cve.report/software/oracle/sparc_t3-1b
http://cve.report/vendor/oracle
http://cve.report/software/oracle/sparc_t3-1b
http://cve.report/vendor/oracle
http://cve.report/software/oracle/sparc_t3-4
http://cve.report/vendor/oracle
http://cve.report/software/oracle/sparc_t3-4
http://cve.report/vendor/oracle
http://cve.report/software/oracle/sun_blade_x6270
http://cve.report/vendor/oracle
http://cve.report/software/oracle/sun_blade_x6270
http://cve.report/vendor/oracle
http://cve.report/software/oracle/sun_blade_x6270_m2
http://cve.report/vendor/oracle
http://cve.report/software/oracle/sun_blade_x6270_m2
http://cve.report/vendor/oracle
http://cve.report/software/oracle/sun_blade_x6275
http://cve.report/vendor/oracle
http://cve.report/software/oracle/sun_blade_x6275
http://cve.report/vendor/oracle
http://cve.report/software/oracle/sun_blade_x6275_m2


Hardware Oracle Sun Blade X6275 M2 - All All All

Hardware Oracle Sun Blade X6275 M2 - All All All

Hardware Oracle Sun Blade X6440 M2 - All All All

Hardware Oracle Sun Blade X6440 M2 - All All All

Hardware Oracle Sun Blade X6450 - All All All

Hardware Oracle Sun Blade X6450 - All All All

Hardware Oracle Sun Fire X2270 - All All All

Hardware Oracle Sun Fire X2270 - All All All

Hardware Oracle Sun Fire X2270 M2 - All All All

Hardware Oracle Sun Fire X2270 M2 - All All All

Hardware Oracle Sun Fire X4170 - All All All

Hardware Oracle Sun Fire X4170 - All All All

Hardware Oracle Sun Fire X4170 M2 - All All All

Hardware Oracle Sun Fire X4170 M2 - All All All

Hardware Oracle Sun Fire X4270 - All All All

Hardware Oracle Sun Fire X4270 - All All All

Hardware Oracle Sun Fire X4270 M2 - All All All

Hardware Oracle Sun Fire X4270 M2 - All All All

Hardware Oracle Sun Fire X4470 - All All All

Hardware Oracle Sun Fire X4470 - All All All

Hardware Oracle Sun Fire X4470 M2 - All All All

Hardware Oracle Sun Fire X4470 M2 - All All All

References

Reference Source Link

76477 OSVDB osvdb.org

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Oracle Critical Patch Update - October 2011 CONFIRM www.oracle.com

Sun Integrated Lights-Out Manager Lets Local Users Partially Access Data - SecurityTracker SECTRACK www.securitytracker.com

Security Advisory SA46509 - Oracle Integrated Lights Out Manager Information Disclosure Vulnerability - Secunia SECUNIA secunia.com

Oracle Sun Products CVE-2011-3522 Local SPARC T3, Netra SPARC T3, Sun Fire, Sun Blade Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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