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Cross-site scripting (XSS) vulnerability in bug_actiongroup_ext_page.php in MantisBT before 1.2.8 allows remote attackers
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NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Product

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Version

0.19.3

0.19.4

1.0.0

1.1.2

1.1.4

1.15

Update
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All

Edition

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

Language
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All


https://cve.report/
https://cve.report/CVE-2011-3578/mitre
https://cve.report/CVE-2011-3578/nist
https://cve.report/CVE-2011-3578/cve_org
https://cve.report/api/cve/CVE-2011-3578.json
https://cve.report/CVE-2011-3578.pdf
http://cve.report/vendor/mantisbt
http://cve.report/software/mantisbt/mantisbt
http://cve.report/vendor/mantisbt
http://cve.report/software/mantisbt/mantisbt
http://cve.report/vendor/mantisbt
http://cve.report/software/mantisbt/mantisbt
http://cve.report/vendor/mantisbt
http://cve.report/software/mantisbt/mantisbt
http://cve.report/vendor/mantisbt
http://cve.report/software/mantisbt/mantisbt
http://cve.report/vendor/mantisbt
http://cve.report/software/mantisbt/mantisbt
http://cve.report/vendor/mantisbt
http://cve.report/software/mantisbt/mantisbt
http://cve.report/vendor/mantisbt
http://cve.report/software/mantisbt/mantisbt
http://cve.report/vendor/mantisbt
http://cve.report/software/mantisbt/mantisbt
http://cve.report/vendor/mantisbt
http://cve.report/software/mantisbt/mantisbt
http://cve.report/vendor/mantisbt
http://cve.report/software/mantisbt/mantisbt
http://cve.report/vendor/mantisbt
http://cve.report/software/mantisbt/mantisbt
http://cve.report/vendor/mantisbt
http://cve.report/software/mantisbt/mantisbt
http://cve.report/vendor/mantisbt
http://cve.report/software/mantisbt/mantisbt
http://cve.report/vendor/mantisbt
http://cve.report/software/mantisbt/mantisbt
http://cve.report/vendor/mantisbt
http://cve.report/software/mantisbt/mantisbt
http://cve.report/vendor/mantisbt
http://cve.report/software/mantisbt/mantisbt

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

Mantisbt

1.2.0

1.2.1

1.2.2

1.2.3

1.2.4

1.25

1.2.6

0.19.3

0.19.4

1.0.0

1.0.1

1.0.2

1.0.3

1.0.4

1.0.5

1.0.6

1.0.7

1.0.8

1.2.0

1.2.1

1.2.2

1.2.3

1.24

1.2.5

1.2.6

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/mantisbt
http://cve.report/software/mantisbt/mantisbt
http://cve.report/vendor/mantisbt
http://cve.report/software/mantisbt/mantisbt
http://cve.report/vendor/mantisbt
http://cve.report/software/mantisbt/mantisbt
http://cve.report/vendor/mantisbt
http://cve.report/software/mantisbt/mantisbt
http://cve.report/vendor/mantisbt
http://cve.report/software/mantisbt/mantisbt
http://cve.report/vendor/mantisbt
http://cve.report/software/mantisbt/mantisbt
http://cve.report/vendor/mantisbt
http://cve.report/software/mantisbt/mantisbt
http://cve.report/vendor/mantisbt
http://cve.report/software/mantisbt/mantisbt
http://cve.report/vendor/mantisbt
http://cve.report/software/mantisbt/mantisbt
http://cve.report/vendor/mantisbt
http://cve.report/software/mantisbt/mantisbt
http://cve.report/vendor/mantisbt
http://cve.report/software/mantisbt/mantisbt
http://cve.report/vendor/mantisbt
http://cve.report/software/mantisbt/mantisbt
http://cve.report/vendor/mantisbt
http://cve.report/software/mantisbt/mantisbt
http://cve.report/vendor/mantisbt
http://cve.report/software/mantisbt/mantisbt
http://cve.report/vendor/mantisbt
http://cve.report/software/mantisbt/mantisbt
http://cve.report/vendor/mantisbt
http://cve.report/software/mantisbt/mantisbt
http://cve.report/vendor/mantisbt
http://cve.report/software/mantisbt/mantisbt
http://cve.report/vendor/mantisbt
http://cve.report/software/mantisbt/mantisbt
http://cve.report/vendor/mantisbt
http://cve.report/software/mantisbt/mantisbt
http://cve.report/vendor/mantisbt
http://cve.report/software/mantisbt/mantisbt
http://cve.report/vendor/mantisbt
http://cve.report/software/mantisbt/mantisbt
http://cve.report/vendor/mantisbt
http://cve.report/software/mantisbt/mantisbt
http://cve.report/vendor/mantisbt
http://cve.report/software/mantisbt/mantisbt
http://cve.report/vendor/mantisbt
http://cve.report/software/mantisbt/mantisbt
http://cve.report/vendor/mantisbt
http://cve.report/software/mantisbt/mantisbt
http://cve.report/vendor/mantisbt
http://cve.report/software/mantisbt/mantisbt
http://cve.report/vendor/mantisbt
http://cve.report/software/mantisbt/mantisbt
http://cve.report/vendor/mantisbt
http://cve.report/software/mantisbt/mantisbt
http://cve.report/vendor/mantisbt
http://cve.report/software/mantisbt/mantisbt
http://cve.report/vendor/mantisbt
http://cve.report/software/mantisbt/mantisbt
http://cve.report/vendor/mantisbt
http://cve.report/software/mantisbt/mantisbt
http://cve.report/vendor/mantisbt
http://cve.report/software/mantisbt/mantisbt
http://cve.report/vendor/mantisbt
http://cve.report/software/mantisbt/mantisbt
http://cve.report/vendor/mantisbt
http://cve.report/software/mantisbt/mantisbt
http://cve.report/vendor/mantisbt
http://cve.report/software/mantisbt/mantisbt

‘ Application Mantisbt Mantisbt All All All All

References

Reference

735514 — (CVE-2011-3356, CVE-2011-3357, CVE-2011-3358, CVE-2011-3578) CVE-2011-3356 CVE-2011-3357 CVE-2011-3358 CVE-2011
oss-security - CVE requests: <mantisbt-1.2.8 multiple vulnerabilities (1xLFI+XSS, 2xXSS)

Debian -- Security Information -- DSA-2308-1 mantis

Gentoo Linux Documentation -- MantisBT: Multiple vulnerabilities

oss-security - Re: CVE requests: <mantisbt-1.2.8 multiple vulnerabilities (1xLFI+XSS, 2xXSS)

oss-security - Re: CVE requests: <mantisbt-1.2.8 multiple vulnerabilities (1xLFI+XSS, 2xXSS)

0013281: MantisBT Security Vulnerabilities Notification - MantisBT

Security Fix for mantis stable 1.1.8

High-Tech Bridge SA - Advisories - Multiple vulnerabilities in MantisBT

Fix #11481: Don't show bug group actions that can't be used - mantisbt/mantisbt@6ede60d - GitHub

#640297 - MantisBT <1.2.8 multiple vulnerabilities (LFI/XSS/remote arbitrary code execution) - Debian Bug report logs
Security Advisory SA51199 - Gentoo update for MantisBT - Secunia

[SECURITY] Fedora 15 Update: mantis-1.2.8-1.fc15

Debian update for mantis - Secunia.com

MantisBT CMS Multiple Vulnerabilities(SQL/XSS) - SecurityReason.com

MantisBT Multiple Local File Include and Cross Site Scripting Vulnerabilities

Rework the bug action group api such that we can easily convert this ... - mantisbt/mantisbt@5b93161 - GitHub
SecurityFocus
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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