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CVE CVE-2011-3579
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-09-30 17:55:00 UTC
Updated 2017-08-29 01:30:00 UTC
Description server/webmail.php in IceWarp WebMail in IceWarp Mail Server before 10.3.3 allows remote attackers to read arbitrary files
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Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Icewarp Mail Server 10.0.3 All All All
Application Icewarp Mail Server 10.0.4 All All All
Application Icewarp Mail Server 10.0.7 All All All
Application Icewarp Mail Server 10.0.8 All All All
Application Icewarp Mail Server 10.1.1 All All All
Application Icewarp Mail Server 10.1.2 All All All
Application Icewarp Mail Server 10.1.3 All All All
Application Icewarp Mail Server 10.1.4 All All All
Application Icewarp Mail Server 10.2.0 All All All
Application Icewarp Mail Server 10.2.1 All All All
Application Icewarp Mail Server 10.2.2 All All All
Application Icewarp Mail Server 10.3.0 All All All
Application Icewarp Mail Server 10.3.1 All All All
Application Icewarp Mail Server 9.3.0 All All All
Application Icewarp Mail Server 9.3.1 All All All
Application Icewarp Mail Server 9.3.2 All All All
Application Icewarp Mail Server 9.4.0 All All All
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Application Icewarp Mail Server 9.4.1 All All All
Application Icewarp Mail Server 9.4.2 All All All
Application Icewarp Mail Server 10.0.3 All All All
Application Icewarp Mail Server 10.0.4 All All All
Application Icewarp Mail Server 10.0.7 All All All
Application Icewarp Mail Server 10.0.8 All All All
Application Icewarp Mail Server 10.1.1 All All All
Application Icewarp Mail Server 10.1.2 All All All
Application Icewarp Mail Server 10.1.3 All All All
Application Icewarp Mail Server 10.1.4 All All All
Application Icewarp Mail Server 10.2.0 All All All
Application Icewarp Mail Server 10.2.1 All All All
Application Icewarp Mail Server 10.2.2 All All All
Application Icewarp Mail Server 10.3.0 All All All
Application Icewarp Mail Server 10.3.1 All All All
Application Icewarp Mail Server 9.3.0 All All All
Application Icewarp Mail Server 9.3.1 All All All
Application Icewarp Mail Server 9.3.2 All All All
Application Icewarp Mail Server 9.4.0 All All All
Application Icewarp Mail Server 9.4.1 All All All
Application Icewarp Mail Server 9.4.2 All All All
Application Icewarp Mail Server All All All All
Reference Source Link

75721 OSvDB www.osvdb.org
IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Security Tracker: IceWarp Mail Server XML Processing Flaw Lets Remote Users View Files SECTRACK securitytracker.com

IceWarp Mail Server 10.3.2 Multiple Vulnerabilities - SecurityReason.com SREASON  securityreason.com
NEOHAPSIS - Peace of Mind Through Integrity and Insight BUGTRAQ  archives.neohapsis.com
IceWarp Web Mail Multiple Information Disclosure Vulnerabilities BID www.securityfocus.com
404 Not Found | Trustwave MISC www.trustwave.com
CVE Program record CVE.ORG Www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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