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CVE CVE-2011-3580
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-09-30 17:55:01 UTC
Updated 2026-04-29 01:13:23 UTC
Description IceWarp WebMail in lceWarp Mail Server before 10.3.3 allows remote attackers to obtain configuration information via a dir

/ |

Risk And Classification

Primary CVSS: v2.0 5 from nvd@nist.gov

AV:N/AC:L/Au:N/C:P/I:N/A:N

Problem Types: CWE-200 | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Icewarp Mail Server 10.0.3 All All All


https://cve.report/
https://cve.report/CVE-2011-3580/mitre
https://cve.report/CVE-2011-3580/nist
https://cve.report/CVE-2011-3580/cve_org
https://cve.report/api/cve/CVE-2011-3580.json
https://cve.report/CVE-2011-3580.pdf
http://cve.report/vendor/icewarp
http://cve.report/software/icewarp/mail_server

Application Icewarp Mail Server 10.0.4 All All All
Application Icewarp Mail Server 10.0.7 All All All
Application Icewarp Mail Server 10.0.8 All All All
Application Icewarp Mail Server 10.1.1 All All All
Application Icewarp Mail Server 10.1.2 All All All
Application Icewarp Mail Server 10.1.3 All All All
Application Icewarp Mail Server 10.1.4 All All All
Application Icewarp Mail Server 10.2.0 All All All
Application Icewarp Mail Server 10.2.1 All All All
Application Icewarp Mail Server 10.2.2 All All All
Application Icewarp Mail Server 10.3.0 All All All
Application Icewarp Mail Server 10.3.1 All All All
Application Icewarp Mail Server 9.3.0 All All All
Application Icewarp Mail Server 9.3.1 All All All
Application Icewarp Mail Server 9.3.2 All All All
Application Icewarp Mail Server 9.4.0 All All All
Application Icewarp Mail Server 9.4.1 All All All
Application Icewarp Mail Server 9.4.2 All All All
Application Icewarp Mail Server All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source Lin
Security Tracker: IceWarp Mail Server XML Processing Flaw Lets Remote Users View Files  af854a3a-2127-422b-91ae-364da2661108 se
404 Not Found | Trustwave af854a83a-2127-422b-91ae-364da2661108  wv
IBM X-Force Exchange af854a3a-2127-422b-91ae-364da2661108 ex
www.osvdb.org/75722 af854a3a-2127-422b-91ae-364da2661108  wv
NEOHAPSIS - Peace of Mind Through Integrity and Insight af854a83a-2127-422b-91ae-364da2661108  ar
IceWarp Web Mail Multiple Information Disclosure Vulnerabilities af854a3a-2127-422b-91ae-364da2661108  wv
IceWarp Mail Server 10.3.2 Multiple Vulnerabilities - SecurityReason.com af854a83a-2127-422b-91ae-364da2661108 se
CVE Program record CVE.ORG wv
NVD vulnerability detail NVD nv
q H
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http://securitytracker.com/id?1026093
https://www.trustwave.com/spiderlabs/advisories/TWSL2011-013.txt
https://exchange.xforce.ibmcloud.com/vulnerabilities/70026
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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