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Summary

CVE CVE-2011-3583

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-11-26 00:15:00 UTC

Updated 2019-12-05 16:21:00 UTC

Description It was found that Typo3 Core versions 4.5.0 - 4.5.5 uses prepared statements that, if the parameter values are not properly replaced, could lead to a SQL Injection vulnerability. This issue can only be exploited if two or more parameters are bound to the query and at least two come from user input.

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Typo3 Typo3 All All All All

References

Reference

Red Hat Customer Portal

#641682 - TYPO3 Security Bulletin TYPO3-CORE-SA-2011-002: Potential SQL injection vulnerability in TYPO3 Core - Debian Bug report logs

TYPO3-CORE-SA-2011-002: Potential SQL injection vulnerability in TYPO3 Core

CVE-2011-3583

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

997946 PHP (Composer) Security Update for typo3/cms (GHSA-gx4p-6w86-f8jx)
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