=

VE-2011-

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2011-3585
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-12-31 20:15:00 UTC
Updated 2023-02-13 00:19:00 UTC
Description Multiple race conditions in the (1) mount.cifs and (2) umount.cifs programs in Samba 3.6 allow local users to cause a denia

/ |

1|

Risk And Classification

Problem Types: CWE-362

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Redhat Enterprise Linux 4.0 All All All

Operating System Redhat Enterprise Linux 5.0 All All All

Operating System Redhat Enterprise Linux 6.0 All All All

Operating System Redhat Enterprise Linux 4.0 All All All

Operating System Redhat Enterprise Linux 5.0 All All All

Operating System Redhat Enterprise Linux 6.0 All All All

Application Samba Samba 3.6.0 All All All

Application Samba Samba 3.6.0 All All All

Reference Source Link Tags

oss-security - Re: CVE Request: samba, cifs-utils MISC www.openwall.com  Mailing List, Third Part
742907 — (CVE-2011-3585) CVE-2011-3585 Samba mtab lock file race condition MISC bugzilla.redhat.com Issue Tracking, Third F
git.samba.org - cifs-utils.git/commitdiff MISC git.samba.org

git.samba.org - cifs-utils.git/commitdiff MISC git.samba.org Patch, Vendor Advisor
oss-security - CVE Request: samba, cifs-utils MISC www.openwall.com  Mailing List, Third Part
Bug 7179 — mount.cifs mtab locking Denial of Service MISC bugzilla.samba.org  Issue Tracking, Vendo
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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