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Summary

CVE CVE-2011-3609

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-11-26 03:15:00 UTC

Updated 2023-02-13 04:32:00 UTC

Description A CSRF issue was found in JBoss Application Server 7 before 7.1.0. JBoss did not properly restrict access to the management console information (for example via the "Access-Control-Allow-Origin" HTTP access control flag). This can lead to unauthorized information leak if a user with admin privileges visits a specially-crafted web page provided by a remote attacker.

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Redhat Jboss Application Server 7.0.0 All All All

Application Redhat Jboss Application Server 7.0.0 alpha1 All All

Application Redhat Jboss Application Server 7.0.0 beta1 All All

Application Redhat Jboss Application Server 7.0.0 beta2 All All

Application Redhat Jboss Application Server 7.0.0 beta3 All All

Application Redhat Jboss Application Server 7.0.0 cr1 All All

Application Redhat Jboss Application Server 7.0.1 All All All

Application Redhat Jboss Application Server 7.0.2 All All All

Application Redhat Jboss Application Server 7.0.0 All All All

Application Redhat Jboss Application Server 7.0.0 alpha1 All All

Application Redhat Jboss Application Server 7.0.0 beta1 All All

Application Redhat Jboss Application Server 7.0.0 beta2 All All

Application Redhat Jboss Application Server 7.0.0 beta3 All All

Application Redhat Jboss Application Server 7.0.0 cr1 All All

Application Redhat Jboss Application Server 7.0.1 All All All

Application Redhat Jboss Application Server 7.0.2 All All All
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References

Reference Source Link

CVE-2011-3609 - Red Hat Customer Portal MISC access.redhat.com

access.redhat.com/security/cve/CVE-2011-3609 MISC access.redhat.com

JBoss AS Administration Cross Site Request Forgery Vulnerability MISC www.securityfocus.com

743006 – (CVE-2011-3609) CVE-2011-3609 JBoss AS: CSRF in the administration console & HTTP management API MISC bugzilla.redhat.com

CVE-2011-3609 MISC security-tracker.debian.org

743006 – (CVE-2011-3609) CVE-2011-3609 JBoss AS: CSRF in the administration console & HTTP management API MISC bugzilla.redhat.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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