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CVE-2011-3623

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AV-NIAC:LIAU:NIC:P/LP/AP Certain versions of Vic Media Player from Videolan contain the
’ following vulnerability:

Multiple stack-based buffer overflows in VideoLAN VLC media player
before 1.0.2 allow remote attackers to execute arbitrary code via (1) a
crafted ASF file, related to the ASF_ObjectDumpDebug function in
modules/demux/asf/libasf.c; (2) a crafted AVI file, related to the
AVI_ChunkDumpDebug_level function in modules/demux/avi/libavi.c;
or (3) a crafted MP4 file, related to the __ MP4_BoxDumpStructure function in
modules/demux/mp4/libmp4.c.

CVE-2011-3623 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: 7.5-HIGH |

Access Access Authentication
Vector Complexity

NETWORK LOW [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

oss-security - Re: CVE requests: ¢ > MLIST [oss-security] 20111018 Re: CVE requests:

Gentoo Bug 285370 - E3 CONFIRM bugs.gentoo.org/show_bug.cgi?id=285370

git.videolan.org Git - vic.git/commit ) CONFIRM git.videolan.org/?

p=vlc.git;a=commit;h=dfe7084e8cc64e9b7a87cd37065b59cba2064823
VideoLAN - VideoLAN Security & CONFIRM www.videolan.org/security/sa0901.html
Advisory 0901 www.videolan.org



https://cve.report/
https://cve.report/CVE-2011-3623/mitre
https://cve.report/CVE-2011-3623/nist
https://cve.report/CVE-2011-3623/cve_org
https://cve.report/CVE-2011-3623.pdf
http://cve.report/software/videolan/vlc_media_player
http://cve.report/vendor/videolan
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://openwall.com/lists/oss-security/2011/10/18/10
https://bugs.gentoo.org/show_bug.cgi?id=285370
http://git.videolan.org/?p=vlc.git;a=commit;h=dfe7084e8cc64e9b7a87cd37065b59cba2064823
http://www.videolan.org/security/sa0901.html

git.videolan.org Git - vic.git/commit ) CONFIRM git.videolan.org/?
p=vlc.git;a=commit;h=c5b02d011b8c634d041167f4d2936b55eca4d18d

git.videolan.org Git - vlc.git/commit 2) CONFIRM git.videolan.org/?
p=vlc.git;a=commit;h=861e374d03e6c60c7d3c98428c632fe3b9e371b2

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Videolan Vic Media Player 0.5.0 All All All
Application Videolan Vic Media Player 0.5.1 All All All
Application Videolan Vic Media Player 0.5.2 All All All
Application Videolan Vic Media Player 0.5.3 All All All
Application Videolan Vic Media Player 0.6.0 All All All
Application Videolan Vic Media Player 0.6.1 All All All
Application Videolan Vic Media Player 0.6.2 All All All
Application Videolan Vic Media Player 0.7.0 All All All
Application Videolan Vic Media Player 0.7.1 All All All
Application Videolan Vic Media Player 0.7.2 All All All
Application Videolan Vic Media Player 0.8.0 All All All
Application Videolan Vic Media Player 0.8.1 All All All
Application Videolan Vic Media Player 0.8.1337 All All All
Application Videolan Vic Media Player 0.8.2 All All All
Application Videolan Vic Media Player 0.8.4 All All All
Application Videolan Vic Media Player 0.8.4a All All All
Application Videolan Vic Media Player 0.8.5 All All All
Application Videolan Vic Media Player 0.8.6 All All All
Application Videolan Vic Media Player 0.8.6a All All All
Application Videolan Vic Media Player 0.8.6b All All All
Application Videolan Vic Media Player 0.8.6¢ All All All
Application Videolan Vic Media Player 0.8.6d All All All
Application Videolan Vic Media Player 0.8.6e All All All

Application Videolan Vic Media Player 0.8.6f All All All
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cpe:2.3:a:videolan:vic_media_player:0.5.0:*:*:*:*:**:*:

cpe:2.3:a:videolan:vic_media_player:0.5.1 """

cpe:2.3:a:videolan:vic_media_player:0.5.2:%:*:*:*:*:*:*:

cpe:2.3:a:videolan:vic_media_player:0.5.3:%:*:*:*:*:*:*:

cpe:2.3:a:videolan:vic_media_player:0.6.0:*:":*:*:*:*:*:

cpe:2.3:a:videolan:vic_media_player:0.6.1:*:": """

cpe:2.3:a:videolan:vic_media_player:0.6.2:*:":*:*:*:*:*:

cpe:2.3:a:videolan:vic_media_player:0.7.0:*:":*:*

cpe:2.3:a:videolan:vic_media_player:0.7.1:%:*:*: ™

cpe:2.3:a:videolan:vic_media_player:0.7.2:%:*:*:***:*:

cpe:2.3:a:videolan:vic_media_player:0.8.0:*:":*:*:*:*:*:

cpe:2.3:a:videolan:vic_media_player:0.8.1:*:*:*:*:*:*:*:
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cpe:2.3:a:videolan:vic_media_player:0.8.2:*:*:*:*:*:*:*:
cpe:2.3:a:videolan:vic_media_player:0.8.4:*:*:*:*:*:*:*:
cpe:2.3:a:videolan:vic_media_player:0.8.4a:*:*:*:**:*:*:
cpe:2.3:a:videolan:vic_media_player:0.8.5:*:*:**:*:*:*:
cpe:2.3:a:videolan:vic_media_player:0.8.6:*:*:*:*:*:*:*:

KKk kKKK,

cpe:2.3:a:videolan:vic_media_player:0.8.6a:*:*:*:*:*:*:*:

Kk kKK kK,

cpe:2.3:a:videolan:vic_media_player:0.8.6b:*:*:*:*:*:*:*:

Kk kKK kK,

cpe:2.3:a:videolan:vic_media_player:0.8.6¢:*:*:*:*:*:*:*:

Kk kL kKKK,

cpe:2.3:a:videolan:vic_media_player:0.8.6e:*:*:*:*:*:*:*:

sk ok akakakakak.

cpe:2.3:a:videolan:vic_media_player:0.8.6f:*:*:*:*:*:*:*:

Kk koK kKK,

cpe:2.3:a:videolan:vic_media_player:0.8.6g:":*:*:"*:*:*:

cpe:2.3:a:videolan:vic_media_player:0.9.0:*:**:*:**:™:

cpe:2.3:a:videolan:vic_media_player:0.9.1 """

cpe:2.3:a:videolan:vic_media_player:0.9.2:%:*:*:*:*:*:*:
cpe:2.3:a:videolan:vic_media_player:0.9.3:*:":**:**:™:
cpe:2.3:a:videolan:vic_media_player:0.9.4:%:*:*:**:*:*:
cpe:2.3:a:videolan:vic_media_player:0.9.5:%:": """
cpe:2.3:a:videolan:vic_media_player:0.9.6:*:*:*:*:*:*:*:
cpe:2.3:a:videolan:vic_media_player:0.9.8a:*:*:*:*:*:*:*:
cpe:2.3:a:videolan:vic_media_player:0.9.9:%:*:*:*:*:*:*:
cpe:2.3:a:videolan:vic_media_player:0.9.9a:*:*:*:*:*:*:*:
cpe:2.3:a:videolan:vic_media_player:1.0.0:*:*:*:*

cpe:2.3:a:videolan:vic_media_player:0.5.0:*:*:*:*:*:*:*:

cpe:2.3:a:videolan:vic_media_player:0.5.1:*:*:*:*:**:*:



cpe:2.3:a:videolan:vic_media_player:0.5.2:%:*:*:*:*:*:*:

cpe:2.3:a:videolan:vic_media_player:0.5.3:*:*:*:*:*:*:*:

cpe:2.3:a:videolan:vic_media_player:0.6.0:*:*:**:*:*::

cpe:2.3:a:videolan:vic_media_player:0.6.1:*: """

cpe:2.3:a:videolan:vic_media_player:0.6.2:*:*:*:*:*:*:*:

cpe:2.3:a:videolan:vic_media_player:0.7.0:*:*:*:*:*:*:*:

cpe:2.3:a:videolan:vic_media_player:0.7.1: "%

cpe:2.3:a:videolan:vic_media_player:0.7.2:*:*:*:*:*:*:*:

cpe:2.3:a:videolan:vic_media_player:0.8.0:*:*:*:*:*:*:*:

cpe:2.3:a:videolan:vic_media_player:0.8.1:*:*:****:*:

Kk koK kR k.

cpe:2.3:a:videolan:vic_media_player:0.8.1337:*:*:**:**:*:

cpe:2.3:a:videolan:vic_media_player:0.8.2:*:**:*:**:™:

cpe:2.3:a:videolan:vic_media_player:0.8.4:*:**:*:**:*:

cpe:2.3:a:videolan:vic_media_player:0.8.5:*:**:*:**:™:

cpe:2.3:a:videolan:vic_media_player:0.8.6:*:*:*:*:*:*:*:

skakakakakakak.

cpe:2.3:a:videolan:vic_media_player:0.8.6f:*:*:*:*:*:*:*:

ARk LKLk LK LK LK,

cpe:2.3:a:videolan:vic_media_player:0.8.6g:*:*:*:*:*:*:*:

akLk kLK LK LKLk,

cpe:2.3:a:videolan:vic_media_player:0.8.6h:*:*:*:*:*:*:*:

cpe:2.3:a:videolan:vic_media_player:0.9.0:*:*:*:*:*:*:*:
cpe:2.3:a:videolan:vic_media_player:0.9.1:*:*:*:***:*:

cpe:2.3:a:videolan:vic_media_player:0.9.10:*:*:*:*:*:*:*:

cpe:2.3:a:videolan:vic_media_player:0.9.2:*:*:*:*:*:*:*:



cpe:2.3:a:videolan:vic_media_player:0.9.3:*:*:*:*:*:*:*:

cpe:2.3:a:videolan:vic_media_player:0.9.4:*:*:*:*:*:*:*:

cpe:2.3:a:videolan:vic_media_player:0.9.5:*:*:****:*:

cpe:2.3:a:videolan:vic_media_player:0.9.6:*:*:*:*:*:*:*:

cpe:2.3:a:videolan:vic_media_player:0.9.9:*:*:*:**:*:*:

KKk kKKK,

cpe:2.3:a:videolan:vic_media_player:0.9.9a:*:*:*:**:*:*:

cpe:2.3:a:videolan:vic_media_player:1.0.0:*:*:*:*:*:*:*:

Kk koK kK Kk,

cpe:2.3:a:videolan:vic_media_player:*:*:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE

« Previous ID Next ID—
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