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Untrusted search path vulnerability in pam_motd (aka the MOTD module) in libpam-modules before 1.1.3-2ubuntu2.1 on Ul

Risk And Classification

1|

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Operating System

Vendor

Canonical

Canonical

Canonical

Canonical

Canonical

Canonical

Canonical

Canonical

Canonical

Canonical

Canonical

Canonical

Canonical

Canonical

Canonical

Canonical

Canonical

Product
Libpam-modules
Libpam-modules
Libpam-modules
Libpam-modules
Libpam-modules
Libpam-modules
Libpam-modules
Libpam-modules
Ubuntu Linux
Ubuntu Linux
Ubuntu Linux
Ubuntu Linux
Ubuntu Linux
Ubuntu Linux
Ubuntu Linux
Ubuntu Linux

Ubuntu Linux

Version

0.9.7

10.04

10.10

11.04

11.10

10.04

10.10

11.04

11.10

Update
All
All
All
All
All
All
All

All

All
All

All

All
All

All

Edition

All

All

All

All

All

All

All

All

Its

All

All

All

All

All

All

Language
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All


https://cve.report/
https://cve.report/CVE-2011-3628/mitre
https://cve.report/CVE-2011-3628/nist
https://cve.report/CVE-2011-3628/cve_org
https://cve.report/CVE-2011-3628.pdf
http://cve.report/vendor/canonical
http://cve.report/software/canonical/libpam-modules
http://cve.report/vendor/canonical
http://cve.report/software/canonical/libpam-modules
http://cve.report/vendor/canonical
http://cve.report/software/canonical/libpam-modules
http://cve.report/vendor/canonical
http://cve.report/software/canonical/libpam-modules
http://cve.report/vendor/canonical
http://cve.report/software/canonical/libpam-modules
http://cve.report/vendor/canonical
http://cve.report/software/canonical/libpam-modules
http://cve.report/vendor/canonical
http://cve.report/software/canonical/libpam-modules
http://cve.report/vendor/canonical
http://cve.report/software/canonical/libpam-modules
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux

Operating System Canonical Ubuntu Linux 8.04 - Its All

References

Reference Source Link

USN-1237-1: PAM vulnerabilities | Ubuntu UBUNTU  www.ubuntu.com
Bug #610125 “pam_motd runs commands as root with unsanitised env...” : Bugs : “pam” package : Ubuntu  CONFIRM bugs.launchpad.ne

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

/]

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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