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PUBLIC
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Cross-site request forgery (CSRF) vulnerability in the management interface in FreelPA before 2.1.4 allows remote attacke

| 1|

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Redhat Freeipa 0.99 All All All
Redhat Freeipa 0.99698-20080228 All All All
Redhat Freeipa 0.99698641-20080218 All All All
Redhat Freeipa 1.0.0 All All All
Redhat Freeipa 1.0.0 a All All
Redhat Freeipa 1.0.0 b All All
Redhat Freeipa 1.1.0 All All All
Redhat Freeipa 1.1.1 All All All
Redhat Freeipa 1.2.0 All All All
Redhat Freeipa 1.21 All All All
Redhat Freeipa 1.2.2 All All All
Redhat Freeipa 1.9.0 pret All All
Redhat Freeipa 1.9.0 pre2 All All
Redhat Freeipa 1.9.0 pre3 All All
Redhat Freeipa 1.9.0 pre4 All All
Redhat Freeipa 1.9.0 preb All All
Redhat Freeipa 2.0.0 All All All
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References

Reference Source
Red Hat Customer Portal MISC
CVE-2011-3636 - Red Hat Customer Portal MISC
747710 — (CVE-2011-3636) CVE-2011-3636 FreelPA: CSRF vulnerability MISC
IPAV2 214 - Free IPA CONFIRM
CVE Program record CVE.ORG
NVD vulnerability detail NVD

Link Tags
access.redhat.com
access.redhat.com

bugzilla.redhat.com

freeipa.org
Www.cve.org canonical
nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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