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CVE CVE-2011-3649
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-11-09 11:55:00 UTC
Updated 2017-09-19 01:34:00 UTC
Description Mozilla Firefox 7.0 and Thunderbird 7.0, when the Direct2D (aka D2D) APl is used on Windows in conjunction with the Azui
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Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Microsoft Windows All All All All
Operating System Microsoft Windows All All All All
Application Mozilla Firefox 7.0 All All All
Application Mozilla Firefox 7.0 All All All
Application Mozilla Thunderbird 7.0 All All All
Application Mozilla Thunderbird 7.0 All All All

References |
Reference Source Link Tags
[security-announce] SUSE-SU-2011:1256-1: critical: Security update for M SUSE lists.opensuse.org
MFSA 2011-50: Cross-origin data theft using canvas and Windows D2D CONFIRM  www.mozilla.org Vendor Advisor
655836 — Information leakage between canvases and origins [Windows D2D] CONFIRM  bugzilla.mozilla.org
Mozilla Firefox and Thunderbird CVE-2011-3649 Information Disclosure Vulnerability BID www.securityfocus.com
Repository / Oval Repository OVAL oval.cisecurity.org
CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, anal
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http://www.securityfocus.com/bid/50591
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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