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Certain versions of Firefox from Mozilla contain the following
vulnerability:

Multiple unspecified vulnerabilities in the browser engine in Mozilla
Firefox 7.0 and Thunderbird 7.0 allow remote attackers to cause a
denial of service (memory corruption and application crash) or possibly
execute arbitrary code via unknown vectors.

CVSS2 Score: 10 - HIGH
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CVE References

Description Tags Link

672892 – Crash [@ JSParseNode::append] or "Assertion
failure: !pn->pn_defn,"

bugzilla.mozilla.org

text/html

 CONFIRM bugzilla.mozilla.org/show_bug.cgi?
id=672892

646968 – let-block variable initializers are statically outside the
let-scope but dynamically inside it

bugzilla.mozilla.org

text/html

 CONFIRM bugzilla.mozilla.org/show_bug.cgi?
id=646968

679593 – Possible JSScript double-free bugzilla.mozilla.org

text/html

 CONFIRM bugzilla.mozilla.org/show_bug.cgi?
id=679593

[security-announce] SUSE-SU-2011:1256-1: critical: Security
update for M

lists.opensuse.org

text/html

 SUSE SUSE-SU-2011:1256

652054 – Crash running jellyfish demo on 64-bit bugzilla.mozilla.org

text/html

 CONFIRM bugzilla.mozilla.org/show_bug.cgi?
id=652054

Security Alerts - Secunia web.archive.org

text/html

 SECUNIA 49055

CVE-2011-3651 has been assigned by  cve@mitre.org to track the vulnerability
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← Previous ID Next ID→

text/html

686044 – Crash with after path.pathSegList.appendItem and
GC

bugzilla.mozilla.org

text/html

 CONFIRM bugzilla.mozilla.org/show_bug.cgi?
id=686044

Repository / Oval Repository oval.cisecurity.org

text/html

 OVAL oval:org.mitre.oval:def:14364

675515 – Crash [@ TextUpdater::DoUpdate] with long text node bugzilla.mozilla.org

text/html

 CONFIRM bugzilla.mozilla.org/show_bug.cgi?
id=675515

665070 – WebGL functions allocating buffers/textures must
check that the GL call succeeded, to prevent allowing context to
make out-of-bounds accesses

bugzilla.mozilla.org

text/html

 CONFIRM bugzilla.mozilla.org/show_bug.cgi?
id=665070

677847 – Crash [@ nsContentUtils::IsEventAttributeName ] at
address 0x55555555 with malloc scribble

bugzilla.mozilla.org

text/html

 CONFIRM bugzilla.mozilla.org/show_bug.cgi?
id=677847

676918 – [ANGLE] crash from
CanvasLayerD3D9::UpdateSurface [@
gl::Context::readPixels(int, int, int, int, unsigned int, unsigned
int, void*) ]

bugzilla.mozilla.org

text/html

 CONFIRM bugzilla.mozilla.org/show_bug.cgi?
id=676918

671160 – ASSERTION: Uh, inner window set as event target! bugzilla.mozilla.org

text/html

 CONFIRM bugzilla.mozilla.org/show_bug.cgi?
id=671160

MFSA 2011-48: Miscellaneous memory safety hazards (rv:8.0) www.mozilla.org

text/html

 CONFIRM
www.mozilla.org/security/announce/2011/mfsa2011-
48.html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox 7.0 All All All

Application Mozilla Firefox 7.0 All All All

Application Mozilla Thunderbird 7.0 All All All

Application Mozilla Thunderbird 7.0 All All All

No vendor comments have been submitted for this CVE

cpe:2.3:a:mozilla:firefox:7.0:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:7.0:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:7.0:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:7.0:*:*:*:*:*:*:*:
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