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CVE-2011-3652

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
2011-11-09 11:55:00 UTC

2017-09-19 01:34:00 UTC

The browser engine in Mozilla Firefox before 8.0 and Thunderbird before 8.0 does not properly allocate memory, which allo
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)
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Vendor Product Version Update Edition Language
Mozilla Firefox 0.1 All All All
Mozilla Firefox 0.10 All All All
Mozilla Firefox 0.10.1 All All All
Mozilla Firefox 0.2 All All All
Mozilla Firefox 0.3 All All All
Mozilla Firefox 0.4 All All All
Mozilla Firefox 0.5 All All All
Mozilla Firefox 0.6 All All All
Mozilla Firefox 0.6.1 All All All
Mozilla Firefox 0.7 All All All
Mozilla Firefox 0.7.1 All All All
Mozilla Firefox 0.8 All All All
Mozilla Firefox 0.9 All All All
Mozilla Firefox 0.9 rc All All
Mozilla Firefox 0.9.1 All All All
Mozilla Firefox 0.9.2 All All All
Mozilla Firefox 0.9.3 All All All
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Application Mozilla Thunderbird 3.0.7 All All All
Application Mozilla Thunderbird 3.0.8 All All All
Application Mozilla Thunderbird 3.0.9 All All All
Application Mozilla Thunderbird 3.1 All All All
Application Mozilla Thunderbird 3.1.1 All All All
Application Mozilla Thunderbird 3.1.10 All All All
Application Mozilla Thunderbird 3.1.11 All All All
Application Mozilla Thunderbird 3.1.12 All All All
Application Mozilla Thunderbird 3.1.13 All All All
Application Mozilla Thunderbird 3.1.14 All All All
Application Mozilla Thunderbird 3.1.15 All All All
Application Mozilla Thunderbird 3.1.16 All All All
Application Mozilla Thunderbird 3.1.2 All All All
Application Mozilla Thunderbird 3.1.3 All All All
Application Mozilla Thunderbird 3.1.4 All All All
Application Mozilla Thunderbird 3.1.5 All All All
Application Mozilla Thunderbird 3.1.6 All All All
Application Mozilla Thunderbird 3.1.7 All All All
Application Mozilla Thunderbird 3.1.8 All All All
Application Mozilla Thunderbird 3.1.9 All All All
Application Mozilla Thunderbird 5.0 All All All
Application Mozilla Thunderbird 6.0 All All All
Application Mozilla Thunderbird 6.0.1 All All All
Application Mozilla Thunderbird 6.0.2 All All All
Application Mozilla Thunderbird 7.0 All All All
Application Mozilla Thunderbird All All All All
Reference

Security Alerts - Secunia

682727 — Crash during datamove (ACCESS VIOLATION READ) [@ memcpy | nsAString_internal::Assign(unsigned short const®, unsigned int
Repository / Oval Repository

MFSA 2011-48: Miscellaneous memory safety hazards (rv:8.0)

CVE Program record

NVD vulnerability detail

/ |
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http://secunia.com/advisories/49055
https://bugzilla.mozilla.org/show_bug.cgi?id=682727
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A14239
http://www.mozilla.org/security/announce/2011/mfsa2011-48.html
https://www.cve.org/CVERecord?id=CVE-2011-3652
https://nvd.nist.gov/vuln/detail/CVE-2011-3652

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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