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AUNACLAUNCIPIAP Certain versions of Firefox from Mozilla contain the following

via an Ogg

vulnerability:

Mozilla Firefox 4.x through 8.0, Thunderbird 5.0 through 8.0, and
SeaMonkey before 2.6 allow remote attackers to cause a denial of
service (application crash) or possibly have unspecified other impact

VIDEO element that is not properly handled after scaling.

CVE-2011-3665 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: 7.5-HIGH

Access
Vector

NETWORK

Confidentiality
Impact

Access Authentication
Complexity

Low [NONE
Integrity Availability
Impact Impact

CVE References

Description

Crash scaling &lt;video&gt; to extreme sizes —
Mozilla

[security-announce] openSUSE-SU-2012:0007-1:
important: seamonkey

Repository / Oval Repository

[security-announce] openSUSE-SU-2012:0039-1:
important: seamonkey

701259 — crashes on videos when scaling to large
width/height

Mozilla Thunderbird Multiple Flaws Permit Remote

Tags Link

[ CONFIRN

www.mozilla.org/security/announce/2011/mfsa2011-

58.htmi

D SUSE openSUSE-SU-2012:0007

text/html

() OVAL oval:org.mitre.oval:def:14640

D SUSE openSUSE-SU-2012:0039

text/html

bugzilla.mozilla.org ) CONFIRM bugzilla.mozilla.org/show_bug.cgi?

id=701259
© SECTRACK 1026447


https://cve.report/
https://cve.report/CVE-2011-3665/mitre
https://cve.report/CVE-2011-3665/nist
https://cve.report/CVE-2011-3665/cve_org
https://cve.report/CVE-2011-3665.pdf
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
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Code Execution and Keystroke Detection - text/html
Security Tracker

No Description Provided

) OSVDB 77956

Inactive Link"| Not Archived

About Secunia Research | Flexera { SECUNIA 47302
Depreciated Link

text/plain

Mozilla Firefox Multiple Flaws Permit Remote Code www.securitytracker.com ) SECTRACK 1026445
Execution and Keystroke Detection - Security Tracker text/html

Mozilla Seamonkey Multiple Flaws Permit Remote www.securitytracker.com (T) SECTRACK 1026446
Code Execution and Keystroke Detection - text/html
Security Tracker

Support / Security / Advisories / / MDVSA-2011:192 | www.mandriva.com & MANDRIVA MDVSA-2011:192
Mandriva text/html

Security Alerts - Secunia web.archive.org Y SECUNIA 47334
text/html

o
]
<
a
o
o
=
[

IBM X-Force Exchange € XF firefox-ogg-dos(71913)

text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Mozilla Firefox 4.0 All All All
Application Mozilla Firefox 4.0 beta1 All All
Application Mozilla Firefox 4.0 beta10 All All
Application Mozilla Firefox 4.0 betal1 All All
Application Mozilla Firefox 4.0 beta12 All All
Application Mozilla Firefox 4.0 beta2 All All
Application Mozilla Firefox 4.0 beta3 All All
Application Mozilla Firefox 4.0 beta4 All All
Application Mozilla Firefox 4.0 betab All All
Application Mozilla Firefox 4.0 beta6 All All
Application Mozilla Firefox 4.0 beta7 All All
Application Mozilla Firefox 4.0 beta8 All All
Application Mozilla Firefox 4.0 beta9 All All

Application Mozilla Firefox 4.0.1 All All All
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Thunderbird

Thunderbird

Thunderbird

Thunderbird

Thunderbird

Thunderbird

Thunderbird

Thunderbird

akLk LKLk LK LKLk,

cpe:2.3:a:mozilla:firefox:4.0:*:*: "

Skakakakakak.

cpe:2.3:a:mozilla:firefox:4.0:betat :*:*:*:*:*:*:

dkak Lk okakuk.

cpe:2.3:a:mozilla:firefox:4.0:beta10:*:*:*:*:*:*:

dkakkokakuk.

cpe:2.3:a:mozilla:firefox:4.0:beta12:*:*:*:*:*:*:

Skuk ok kkak.

cpe:2.3:a:mozilla:firefox:4.0:beta2:*:*:*:*:*:*:

Skk ok k k.

cpe:2.3:a:mozilla:firefox:4.0:betal:*:*:*:*:*:*:

Skk Lk k k.

cpe:2.3:a:mozilla:firefox:4.0:betad:*:*:*:*:*:*:

Skuk ok ukkuk.

cpe:2.3:a:mozilla:firefox:4.0:betab:*:*:*:*:*:*:

Skkkakkuk.

cpe:2.3:a:mozilla:firefox:4.0:beta7:*:*:*:*:*:*:

Skk Lk uk Lk uk.

cpe:2.3:a:mozilla:firefox:4.0:beta8:*:*:*:*:*:*:

Skkkk Lk uk.

cpe:2.3:a:mozilla:firefox:4.0:beta9:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:4.0.1: ™

cpe:2.3:a:mozilla:firefox:5.0:*:*****:*:

cpe:2.3:a:mozilla:firefox:5.0. 1 ™

cpe:2.3:a:mozilla:firefox:6.0:*:***:**:*:

cpe:2.3:a:mozilla:firefox:6.0. 1 :*:

cpe:2.3:a:mozilla:firefox:6.0.2:*:***:*:*:

cpe:2.3:a:mozilla:firefox:7.0:*:* %"

cpe:2.3:a:mozilla:firefox:7.0. 1 %"

cne? 3:armovzilla-firafox:8 (¥ -*-*-xkx-*.
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cpe:2.3:a:mozilla:firefox:4.0:*:": "

Skukakakakak.

cpe:2.3:a:mozilla:firefox:4.0:betad:*:*:*:*:*:*:

Skakakakakak.

cpe:2.3:a:mozilla:firefox:4.0:betad:*:*:*:*:*:*:

Skukakuk k.

cpe:2.3:a:mozilla:firefox:4.0:beta8:*:*:*:*:*:*:

Skk Lk k k.

cpe:2.3:a:mozilla:firefox:4.0:beta9:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:4.0.1:*:* "

cpe:2.3:a:mozilla:firefox:5.0:*:*:***

cpe:2.3:a:mozilla:firefox:5.0.1:*:****:*:*:

cpe:2.3:a:mozilla:firefox:6.0:*:*:****::

cpe:2.3:a:mozilla:firefox:6.0.1:: ™

cpe:2.3:a:mozilla:firefox:6.0.2::****:*:*:

cpe:2.3:a:mozilla:firefox:7.0:*:*

cpe:2.3:a:mozilla:firefox:7.0. 1 ™

cpe:2.3:a:mozilla:firefox:8.0:*:***:**:*:

ak kR kR Rk,

cpe:2.3:a:mozilla:seamonkey:1.0:*:* " *:

Skakakakak.

cpe:2.3:a:mozilla:seamonkey:1.0:*:alpha:*:*:*:*:*:

Kk kKK,

cpe:2.3:a:mozilla:seamonkey:1.0:*:beta:*:*:*:*:*:



cpe:2.3:a:mozilla:seamonkey:1.0.1 " "

cpe:2.3:a:mozilla:seamonkey:1.0.2:* %" "

cpe:2.3:a:mozilla:seamonkey:1.0.3:*: """

cpe:2.3:a:mozilla:seamonkey:1.0.4:*: " "

cpe:2.3:a:mozilla:seamonkey:1.0.5:* %" "

cpe:2.3:a:mozilla:seamonkey:1.0.6:*: """

cpe:2.3:a:mozilla:seamonkey:1.0. 7% "

cpe:2.3:a:mozilla:seamonkey:1.0.8:*:*: """ *:*:

cpe:2.3:a:mozilla:seamonkey:1.0.9:*:*: "

Skukakukkakuk.

cpe:2.3:a:mozilla:seamonkey:1.0.99:*:* 7 :*:

cpe:2.3:a:mozilla:seamonkey:1.

cpe:2.3:a:mozilla:seamonkey:1.1:

cpe:2.3:a:mozilla:seamonkey:1.

cpe:2.3:a:mozilla:seamonkey:1.

cpe:2.3:a:mozilla:seamonkey:1.1.

cpe:2.3:a:mozilla:seamonkey:1.1.

cpe:2.3:a:mozilla:seamonkey:1.1.

cpe:2.3:a:mozilla:seamonkey:1.1.

cpe:2.3:a:mozilla:seamonkey:1.1.

cpe:2.3:a:mozilla:seamonkey:1.1.

cpe:2.3:a:mozilla:seamonkey:1.1.

cpe:2.3:a:mozilla:seamonkey:1.1.

cpe:2.3:a:mozilla:seamonkey:1.1.

cpe:2.3:a:mozilla:seamonkey:1.1.

cpe:2.3:a:mozilla:seamonkey:1.

cpe:2.3:a:mozilla:seamonkey:1.

cpe:2.3:a:mozilla:seamonkey:1.

cpe:2.3:a:mozilla:seamonkey:1.

dkLk Lk okakak k.

1 2.*.*.*.*.*.*.*.

1 3.*.*.*.*.*.*.*.

{4 r ke rak ks

1.5 e
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cpe:2.3:a:mozilla:seamonkey:1.1.6:*: """

cpe:2.3:a:mozilla:seamonkey:1.1.7: %" "

cpe:2.3:a:mozilla:seamonkey:1.1.8:: """

cpe:2.3:a:mozilla:seamonkey:1.1.9: " "

cpe:2.3:a:mozilla:seamonkey:1.5.0.8:*:* " *:*:

cpe:2.3:a:mozilla:seamonkey:1.5.0.9:*:*:* 7 :*:*:

akakuk ok akak ok,

cpe:2.3:a:mozilla:seamonkey:2.0:*:*: "% *:

KRk akakuk.

cpe:2.3:a:mozilla:seamonkey:2.0:alpha_2:*:*:*:*:*:*:

KKk ok akuk.

cpe:2.3:a:mozilla:seamonkey:2.0:alpha_3:*:*:*:*:*:*:

dkkkkkuk.

cpe:2.3:a:mozilla:seamonkey:2.0:beta_2:*:*:*:*:*:*:

kKK akakuk.

cpe:2.3:a:mozilla:seamonkey:2.0:rc1:*: "

KLkak KLk k.

cpe:2.3:a:mozilla:seamonkey:2.0:rc2:*:*:*:*:*::

cpe:2.3:a:mozilla:seamonkey:2.0.1:*

Skk Lk k Lk akak.

cpe:2.3:a:mozilla:seamonkey:2.0.10:* ™

Skk ok kkakak.

cpe:2.3:a:mozilla:seamonkey:2.0.11

Skuk ok kR akak,

cpe:2.3:a:mozilla:seamonkey:2.0.13:

Sk Lk ak kR akak.

cpe:2.3:a:mozilla:seamonkey:2.0.14:
cpe:2.3:a:mozilla:seamonkey:2.0.2:*:*:****:*:
cpe:2.3:a:mozilla:seamonkey:2.0.3:*: "
cpe:2.3:a:mozilla:seamonkey:2.0.4:** "
cpe:2.3:a:mozilla:seamonkey:2.0.5:** "
cpe:2.3:a:mozilla:seamonkey:2.0.6:*:* " " "

cpe:2.3:a:mozilla:seamonkey:2.0.7:*:* " "

cpe:2.3:a:mozilla:seamonkey:2.0.8:*:* " " *:



cpe:2.3:a:mozilla:seamonkey:2.0.9:*: """

dkkakakakak.

cpe:2.3:a:mozilla:seamonkey:2.1:alpha3:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.3.3:*:*:* "

cpe:2.3:a:mozilla:seamonkey:1.0:*:* % *:

Skakakakuk.

cpe:2.3:a:mozilla:zseamonkey:1.0:*:alpha:*:*:*:*:*:

Ak kKKK,

cpe:2.3:a:mozilla:seamonkey:1.0:*:dev:*:*:*:*:*:

kKKK Lkuk.

cpe:2.3:a:mozilla:seamonkey:1.0:alpha:*:*:*:*:*:*:

dkk Lk kkuk.

cpe:2.3:a:mozilla:seamonkey:1.0:beta:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:1.0.1:* "

cpe:2.3:a:mozilla:seamonkey:1.0.2:*: "

cpe:2.3:a:mozilla:seamonkey:1.0.3:* "

cpe:2.3:a:mozilla:seamonkey:1.0.4:* "

cpe:2.3:a:mozilla:seamonkey:1.0.5:* "

cpe:2.3:a:mozilla:seamonkey:1.0.6:* "

cpe:2.3:a:mozilla:seamonkey:1.0.7: "

cpe:2.3:a:mozilla:seamonkey:1.0.8:*: " *:

cpe:2.3:a:mozilla:seamonkey:1.0.9:* "

Sk Kk kR akak.

cpe:2.3:a:mozilla:seamonkey:1.0.99:******:*:

ak kR kR Rk,

cpe:2.3:a:mozilla:seamonkey: 1.1 "

Kk kKR k.

cpe:2.3:a:mozilla:seamonkey:1.1:alpha:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:1.1:beta:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:1.1.1 "



cpe:2.3:a:mozilla:seamonkey:1.1.11 " "

cpe:2.3:a:mozilla:seamonkey:1.1.12:% """

cpe:2.3:a:mozilla:seamonkey:1.1.13:" """ ™

cpe:2.3:a:mozilla:seamonkey:1.1.14: "

cpe:2.3:a:mozilla:seamonkey:1.1.15: "™

cpe:2.3:a:mozilla:seamonkey:1.1.16:™ """ ™

cpe:2.3:a:mozilla:zseamonkey:1.1.17:% " ™

cpe:2.3:a:mozilla:seamonkey:1.1.18:*:* "™

cpe:2.3:a:mozilla:zseamonkey:1.1.19:*:*

cpe:2.3:a:mozilla:seamonkey:1.1.2:*:* "

cpe:2.3:a:mozilla:seamonkey:1.1.3:*:*: "

cpe:2.3:a:mozilla:seamonkey:1.1.4:** "

cpe:2.3:a:mozilla:seamonkey:1.1.5:%* " %

KRk okukuk.

cpe:2.3:a:mozilla:seamonkey:1.1.5:1.1.10: "

cpe:2.3:a:mozilla:seamonkey:1.1.6:* "

cpe:2.3:a:mozilla:seamonkey:1.1.7: "

cpe:2.3:a:mozilla:seamonkey:1.1.8:* "

cpe:2.3:a:mozilla:seamonkey:1.1.9: "

dkuk kR ok akak.

cpe:2.3:a:mozilla:seamonkey:1.5.0.10:

cpe:2.3:a:mozilla:seamonkey:1.5.0.8:* " ™

cpe:2.3:a:mozilla:seamonkey:1.5.0.9:** """

akak kR kR k.

cpe:2.3:a:mozilla:seamonkey:2.0:*:* " *:

Kk kKR k.

cpe:2.3:a:mozilla:seamonkey:2.0:alpha_1:*:*:*:*:*:*:

Kk kKRR,

cpe:2.3:a:mozilla:seamonkey:2.0:alpha_2:*:*:*:*:*:*:

Kk kKR k.

cpe:2.3:a:mozilla:seamonkey:2.0:alpha_3:*:*:*:*:*:*:

Sk ok akakakak,

cpe:2.3:a:mozilla:seamonkey:2.0:beta_1:*:*:*:*:*:*:

Skak ok akakak,

cpe:2.3:a:mozilla:seamonkey:2.0:beta_2:*:*:*:*:*:*:

KKk akak k.

cpe:2.3:a:mozilla:seamonkey:2.0:rc1 """



cpe:2.3:a:mozilla:seamonkey:2.0.1 %" "

Skakakukakakak.

cpe:2.3:a:mozilla:seamonkey:2.0.14:":* "

cpe:2.3:a:mozilla:seamonkey:2.0.2:*:*: "

cpe:2.3:a:mozilla:seamonkey:2.0.3:*:*: "

cpe:2.3:a:mozilla:seamonkey:2.0.4:*:* "

cpe:2.3:a:mozilla:seamonkey:2.0.5:%:* "

cpe:2.3:a:mozilla:seamonkey:2.0.6:*:*:*:*:**:*:

cpe:2.3:a:mozilla:seamonkey:2.0.7:*:* "

cpe:2.3:a:mozilla:seamonkey:2.0.8:*: """

cpe:2.3:a:mozilla:seamonkey:2.0.9:*: """

Ak kKK Lk,

cpe:2.3:a:mozilla:seamonkey:2.0a1:*:pre:*:*:*:*:*:

Ak kKKK kLK,

cpe:2.3:a:mozilla:seamonkey:2.0a1pre:*:*:**:*:*:*:

Lkk Lk kkuk.

cpe:2.3:a:mozilla:seamonkey:2.1:alpha2:*:*:*:*:*:*:
cpe:2.3:a:mozilla:seamonkey:2.1:alpha3:*:*:*:*:*:*:
cpe:2.3:a:mozilla:seamonkey:2.3.3:*: 0"

dkuk ok ak kR akak.

cpe:2.3:a:mozilla:seamonkey:*:*:** "%
cpe:2.3:a:mozilla:thunderbird:5.0:* %
cpe:2.3:a:mozilla:thunderbird:6.0:*:*:**:*:*:*:
cpe:2.3:a:mozilla:thunderbird:6.0.1 % "% *:
cpe:2.3:a:mozilla:thunderbird:6.0.2:*:*:*:***:*:
cpe:2.3:a:mozilla:thunderbird:7.0:*:*:* %

cpe:2.3:a:mozilla:ithunderbird:7.0.1: % "%

cpe:2.3:a:mozilla:ithunderbird:8.0:*:":*:*:*:*:*:



cpe:2.3:a:mozilla:ithunderbird:5.0:*:": "%

cpe:2.3:a:mozilla:ithunderbird:6.0:*:":*:*:*:*:™:

cpe:2.3:a:mozilla:ithunderbird:6.0.1:*:*:** """

cpe:2.3:a:mozilla:thunderbird:6.0.2:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:ithunderbird:7.0:*:": "

cpe:2.3:a:mozilla:ithunderbird:7.0.1:*:* "

cpe:2.3:a:mozilla:ithunderbird:8.0:*:*:*:*:*:*::

No vendor comments have been submitted for this CVE

«— Previous ID Next ID—

© CVE.report 2023 pd [/ |
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