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Summary

CVE CVE-2011-3670

State PUBLISHED

Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-02-01 16:55:00 UTC

Updated 2026-04-29 01:13:23 UTC

Description Mozilla Firefox before 3.6.26 and 4.x through 6.0, Thunderbird before 3.1.18 and 5.0 through 6.0, and SeaMonkey before 2.4 do not properly enforce the IPv6 literal address syntax, which allows remote attackers to obtain sensitive information by making XMLHttpRequest calls through a proxy and reading the error messages.

Risk And Classification

Primary CVSS: v2.0 5 from nvd@nist.gov

AV:N/AC:L/Au:N/C:P/I:N/A:N

Problem Types: CWE-200 | n/a

CVSS v2.0 Breakdown

AV:N/AC:L/Au:N/C:P/I:N/A:N

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox 0.1 All All All

Application Mozilla Firefox 0.10 All All All

Access Vector

Network

Access Complexity

Low

Authentication

None

Confidentiality

Partial

Integrity

None

Availability

None
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https://cve.report/CVE-2011-3670.pdf
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http://cve.report/software/mozilla/firefox


Application Mozilla Firefox 0.10 All All All

Application Mozilla Firefox 0.10.1 All All All

Application Mozilla Firefox 0.2 All All All

Application Mozilla Firefox 0.3 All All All

Application Mozilla Firefox 0.4 All All All

Application Mozilla Firefox 0.5 All All All

Application Mozilla Firefox 0.6 All All All

Application Mozilla Firefox 0.6.1 All All All

Application Mozilla Firefox 0.7 All All All

Application Mozilla Firefox 0.7.1 All All All

Application Mozilla Firefox 0.8 All All All

Application Mozilla Firefox 0.9 All All All

Application Mozilla Firefox 0.9 rc All All

Application Mozilla Firefox 0.9.1 All All All

Application Mozilla Firefox 0.9.2 All All All

Application Mozilla Firefox 0.9.3 All All All

Application Mozilla Firefox 1.0 All All All

Application Mozilla Firefox 1.0 preview_release All All

Application Mozilla Firefox 1.0.1 All All All

Application Mozilla Firefox 1.0.2 All All All

Application Mozilla Firefox 1.0.3 All All All

Application Mozilla Firefox 1.0.4 All All All

Application Mozilla Firefox 1.0.5 All All All

Application Mozilla Firefox 1.0.6 All All All

Application Mozilla Firefox 1.0.7 All All All

Application Mozilla Firefox 1.0.8 All All All

Application Mozilla Firefox 1.4.1 All All All

Application Mozilla Firefox 1.5 All All All

Application Mozilla Firefox 1.5 beta1 All All

Application Mozilla Firefox 1.5 beta2 All All

Application Mozilla Firefox 1.5.0.1 All All All

Application Mozilla Firefox 1.5.0.10 All All All

Application Mozilla Firefox 1.5.0.11 All All All

Application Mozilla Firefox 1.5.0.12 All All All

Application Mozilla Firefox 1.5.0.2 All All All

Application Mozilla Firefox 1.5.0.3 All All All
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Application Mozilla Firefox 1.5.0.3 All All All

Application Mozilla Firefox 1.5.0.4 All All All

Application Mozilla Firefox 1.5.0.5 All All All

Application Mozilla Firefox 1.5.0.6 All All All

Application Mozilla Firefox 1.5.0.7 All All All

Application Mozilla Firefox 1.5.0.8 All All All

Application Mozilla Firefox 1.5.0.9 All All All

Application Mozilla Firefox 1.5.1 All All All

Application Mozilla Firefox 1.5.2 All All All

Application Mozilla Firefox 1.5.3 All All All

Application Mozilla Firefox 1.5.4 All All All

Application Mozilla Firefox 1.5.5 All All All

Application Mozilla Firefox 1.5.6 All All All

Application Mozilla Firefox 1.5.7 All All All

Application Mozilla Firefox 1.5.8 All All All

Application Mozilla Firefox 1.8 All All All

Application Mozilla Firefox 2.0 All All All

Application Mozilla Firefox 2.0.0.1 All All All

Application Mozilla Firefox 2.0.0.10 All All All

Application Mozilla Firefox 2.0.0.11 All All All

Application Mozilla Firefox 2.0.0.12 All All All

Application Mozilla Firefox 2.0.0.13 All All All

Application Mozilla Firefox 2.0.0.14 All All All

Application Mozilla Firefox 2.0.0.15 All All All

Application Mozilla Firefox 2.0.0.16 All All All

Application Mozilla Firefox 2.0.0.17 All All All

Application Mozilla Firefox 2.0.0.18 All All All

Application Mozilla Firefox 2.0.0.19 All All All

Application Mozilla Firefox 2.0.0.2 All All All

Application Mozilla Firefox 2.0.0.20 All All All

Application Mozilla Firefox 2.0.0.3 All All All

Application Mozilla Firefox 2.0.0.4 All All All

Application Mozilla Firefox 2.0.0.5 All All All

Application Mozilla Firefox 2.0.0.6 All All All

Application Mozilla Firefox 2.0.0.7 All All All

Application Mozilla Firefox 2.0.0.8 All All All
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Application Mozilla Firefox 2.0.0.9 All All All

Application Mozilla Firefox 3.0 All All All

Application Mozilla Firefox 3.0.1 All All All

Application Mozilla Firefox 3.0.10 All All All

Application Mozilla Firefox 3.0.11 All All All

Application Mozilla Firefox 3.0.12 All All All

Application Mozilla Firefox 3.0.13 All All All

Application Mozilla Firefox 3.0.14 All All All

Application Mozilla Firefox 3.0.15 All All All

Application Mozilla Firefox 3.0.16 All All All

Application Mozilla Firefox 3.0.17 All All All

Application Mozilla Firefox 3.0.2 All All All

Application Mozilla Firefox 3.0.3 All All All

Application Mozilla Firefox 3.0.4 All All All

Application Mozilla Firefox 3.0.5 All All All

Application Mozilla Firefox 3.0.6 All All All

Application Mozilla Firefox 3.0.7 All All All

Application Mozilla Firefox 3.0.8 All All All

Application Mozilla Firefox 3.0.9 All All All

Application Mozilla Firefox 3.5 All All All

Application Mozilla Firefox 3.5.1 All All All

Application Mozilla Firefox 3.5.10 All All All

Application Mozilla Firefox 3.5.11 All All All

Application Mozilla Firefox 3.5.12 All All All

Application Mozilla Firefox 3.5.13 All All All

Application Mozilla Firefox 3.5.14 All All All

Application Mozilla Firefox 3.5.15 All All All

Application Mozilla Firefox 3.5.2 All All All

Application Mozilla Firefox 3.5.3 All All All

Application Mozilla Firefox 3.5.4 All All All

Application Mozilla Firefox 3.5.5 All All All

Application Mozilla Firefox 3.5.6 All All All

Application Mozilla Firefox 3.5.7 All All All

Application Mozilla Firefox 3.5.8 All All All

Application Mozilla Firefox 3.5.9 All All All

Application Mozilla Firefox 3.6 All All All
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Application Mozilla Firefox 3.6 All All All

Application Mozilla Firefox 3.6.10 All All All

Application Mozilla Firefox 3.6.11 All All All

Application Mozilla Firefox 3.6.12 All All All

Application Mozilla Firefox 3.6.13 All All All

Application Mozilla Firefox 3.6.14 All All All

Application Mozilla Firefox 3.6.15 All All All

Application Mozilla Firefox 3.6.16 All All All

Application Mozilla Firefox 3.6.17 All All All

Application Mozilla Firefox 3.6.18 All All All

Application Mozilla Firefox 3.6.19 All All All

Application Mozilla Firefox 3.6.2 All All All

Application Mozilla Firefox 3.6.20 All All All

Application Mozilla Firefox 3.6.21 All All All

Application Mozilla Firefox 3.6.22 All All All

Application Mozilla Firefox 3.6.23 All All All

Application Mozilla Firefox 3.6.24 All All All

Application Mozilla Firefox 3.6.3 All All All

Application Mozilla Firefox 3.6.4 All All All

Application Mozilla Firefox 3.6.6 All All All

Application Mozilla Firefox 3.6.7 All All All

Application Mozilla Firefox 3.6.8 All All All

Application Mozilla Firefox 3.6.9 All All All

Application Mozilla Firefox 4.0 All All All

Application Mozilla Firefox 4.0 beta1 All All

Application Mozilla Firefox 4.0 beta10 All All

Application Mozilla Firefox 4.0 beta11 All All

Application Mozilla Firefox 4.0 beta12 All All

Application Mozilla Firefox 4.0 beta2 All All

Application Mozilla Firefox 4.0 beta3 All All

Application Mozilla Firefox 4.0 beta4 All All

Application Mozilla Firefox 4.0 beta5 All All

Application Mozilla Firefox 4.0 beta6 All All

Application Mozilla Firefox 4.0 beta7 All All

Application Mozilla Firefox 4.0 beta8 All All

Application Mozilla Firefox 4.0 beta9 All All
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Application Mozilla Firefox 4.0.1 All All All

Application Mozilla Firefox 5.0 All All All

Application Mozilla Firefox 5.0.1 All All All

Application Mozilla Firefox 6.0 All All All

Application Mozilla Firefox All All All All

Application Mozilla Seamonkey 1.0 alpha All All

Application Mozilla Seamonkey 1.0 beta All All

Application Mozilla Seamonkey 1.0.1 All All All

Application Mozilla Seamonkey 1.0.2 All All All

Application Mozilla Seamonkey 1.0.3 All All All

Application Mozilla Seamonkey 1.0.4 All All All

Application Mozilla Seamonkey 1.0.5 All All All

Application Mozilla Seamonkey 1.0.6 All All All

Application Mozilla Seamonkey 1.0.7 All All All

Application Mozilla Seamonkey 1.0.8 All All All

Application Mozilla Seamonkey 1.0.9 All All All

Application Mozilla Seamonkey 1.1 All All All

Application Mozilla Seamonkey 1.1 alpha All All

Application Mozilla Seamonkey 1.1 beta All All

Application Mozilla Seamonkey 1.1.1 All All All

Application Mozilla Seamonkey 1.1.10 All All All

Application Mozilla Seamonkey 1.1.11 All All All

Application Mozilla Seamonkey 1.1.12 All All All

Application Mozilla Seamonkey 1.1.13 All All All

Application Mozilla Seamonkey 1.1.14 All All All

Application Mozilla Seamonkey 1.1.15 All All All

Application Mozilla Seamonkey 1.1.16 All All All

Application Mozilla Seamonkey 1.1.17 All All All

Application Mozilla Seamonkey 1.1.18 All All All

Application Mozilla Seamonkey 1.1.19 All All All

Application Mozilla Seamonkey 1.1.2 All All All

Application Mozilla Seamonkey 1.1.3 All All All

Application Mozilla Seamonkey 1.1.4 All All All

Application Mozilla Seamonkey 1.1.5 All All All

Application Mozilla Seamonkey 1.1.6 All All All

http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey


Application Mozilla Seamonkey 1.1.7 All All All

Application Mozilla Seamonkey 1.1.8 All All All

Application Mozilla Seamonkey 1.1.9 All All All

Application Mozilla Seamonkey 2. beta3 All All

Application Mozilla Seamonkey 2.0 All All All

Application Mozilla Seamonkey 2.0 alpha_1 All All

Application Mozilla Seamonkey 2.0 alpha_2 All All

Application Mozilla Seamonkey 2.0 alpha_3 All All

Application Mozilla Seamonkey 2.0 beta_1 All All

Application Mozilla Seamonkey 2.0 beta_2 All All

Application Mozilla Seamonkey 2.0 rc1 All All

Application Mozilla Seamonkey 2.0 rc2 All All

Application Mozilla Seamonkey 2.0.1 All All All

Application Mozilla Seamonkey 2.0.10 All All All

Application Mozilla Seamonkey 2.0.11 All All All

Application Mozilla Seamonkey 2.0.12 All All All

Application Mozilla Seamonkey 2.0.13 All All All

Application Mozilla Seamonkey 2.0.14 All All All

Application Mozilla Seamonkey 2.0.2 All All All

Application Mozilla Seamonkey 2.0.3 All All All

Application Mozilla Seamonkey 2.0.4 All All All

Application Mozilla Seamonkey 2.0.5 All All All

Application Mozilla Seamonkey 2.0.6 All All All

Application Mozilla Seamonkey 2.0.7 All All All

Application Mozilla Seamonkey 2.0.8 All All All

Application Mozilla Seamonkey 2.0.9 All All All

Application Mozilla Seamonkey 2.1 All All All

Application Mozilla Seamonkey 2.1 alpha1 All All

Application Mozilla Seamonkey 2.1 alpha2 All All

Application Mozilla Seamonkey 2.1 alpha3 All All

Application Mozilla Seamonkey 2.1 beta1 All All

Application Mozilla Seamonkey 2.1 beta2 All All

Application Mozilla Seamonkey 2.1 beta3 All All

Application Mozilla Seamonkey 2.1 rc1 All All

Application Mozilla Seamonkey 2.1 rc2 All All

Application Mozilla Seamonkey 2.2 All All All
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Application Mozilla Seamonkey 2.2 All All All

Application Mozilla Seamonkey 2.2 beta1 All All

Application Mozilla Seamonkey 2.2 beta2 All All

Application Mozilla Seamonkey 2.3 All All All

Application Mozilla Seamonkey 2.3 beta1 All All

Application Mozilla Seamonkey 2.3 beta2 All All

Application Mozilla Seamonkey 2.3 beta3 All All

Application Mozilla Seamonkey 2.3.1 All All All

Application Mozilla Seamonkey 2.3.2 All All All

Application Mozilla Seamonkey 2.3.3 All All All

Application Mozilla Seamonkey 2.4 beta1 All All

Application Mozilla Seamonkey 2.4 beta2 All All

Application Mozilla Seamonkey All beta3 All All

Application Mozilla Thunderbird 0.1 All All All

Application Mozilla Thunderbird 0.2 All All All

Application Mozilla Thunderbird 0.3 All All All

Application Mozilla Thunderbird 0.4 All All All

Application Mozilla Thunderbird 0.5 All All All

Application Mozilla Thunderbird 0.6 All All All

Application Mozilla Thunderbird 0.7 All All All

Application Mozilla Thunderbird 0.7.1 All All All

Application Mozilla Thunderbird 0.7.2 All All All

Application Mozilla Thunderbird 0.7.3 All All All

Application Mozilla Thunderbird 0.8 All All All

Application Mozilla Thunderbird 0.9 All All All

Application Mozilla Thunderbird 1.0 All All All

Application Mozilla Thunderbird 1.0.1 All All All

Application Mozilla Thunderbird 1.0.2 All All All

Application Mozilla Thunderbird 1.0.3 All All All

Application Mozilla Thunderbird 1.0.4 All All All

Application Mozilla Thunderbird 1.0.5 All All All

Application Mozilla Thunderbird 1.0.5 beta All All

Application Mozilla Thunderbird 1.0.6 All All All

Application Mozilla Thunderbird 1.0.7 All All All

Application Mozilla Thunderbird 1.0.8 All All All

Application Mozilla Thunderbird 1.5 All All All

http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird


Application Mozilla Thunderbird 1.5 beta2 All All

Application Mozilla Thunderbird 1.5.0.1 All All All

Application Mozilla Thunderbird 1.5.0.10 All All All

Application Mozilla Thunderbird 1.5.0.11 All All All

Application Mozilla Thunderbird 1.5.0.12 All All All

Application Mozilla Thunderbird 1.5.0.13 All All All

Application Mozilla Thunderbird 1.5.0.14 All All All

Application Mozilla Thunderbird 1.5.0.2 All All All

Application Mozilla Thunderbird 1.5.0.3 All All All

Application Mozilla Thunderbird 1.5.0.4 All All All

Application Mozilla Thunderbird 1.5.0.5 All All All

Application Mozilla Thunderbird 1.5.0.6 All All All

Application Mozilla Thunderbird 1.5.0.7 All All All

Application Mozilla Thunderbird 1.5.0.8 All All All

Application Mozilla Thunderbird 1.5.0.9 All All All

Application Mozilla Thunderbird 1.5.1 All All All

Application Mozilla Thunderbird 1.5.2 All All All

Application Mozilla Thunderbird 1.7.1 All All All

Application Mozilla Thunderbird 1.7.3 All All All

Application Mozilla Thunderbird 2.0 All All All

Application Mozilla Thunderbird 2.0.0.0 All All All

Application Mozilla Thunderbird 2.0.0.1 All All All

Application Mozilla Thunderbird 2.0.0.11 All All All

Application Mozilla Thunderbird 2.0.0.12 All All All

Application Mozilla Thunderbird 2.0.0.13 All All All

Application Mozilla Thunderbird 2.0.0.14 All All All

Application Mozilla Thunderbird 2.0.0.15 All All All

Application Mozilla Thunderbird 2.0.0.16 All All All

Application Mozilla Thunderbird 2.0.0.17 All All All

Application Mozilla Thunderbird 2.0.0.18 All All All

Application Mozilla Thunderbird 2.0.0.19 All All All

Application Mozilla Thunderbird 2.0.0.2 All All All

Application Mozilla Thunderbird 2.0.0.20 All All All

Application Mozilla Thunderbird 2.0.0.21 All All All

Application Mozilla Thunderbird 2.0.0.22 All All All
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Application Mozilla Thunderbird 2.0.0.23 All All All

Application Mozilla Thunderbird 2.0.0.3 All All All

Application Mozilla Thunderbird 2.0.0.4 All All All

Application Mozilla Thunderbird 2.0.0.5 All All All

Application Mozilla Thunderbird 2.0.0.6 All All All

Application Mozilla Thunderbird 2.0.0.7 All All All

Application Mozilla Thunderbird 2.0.0.8 All All All

Application Mozilla Thunderbird 2.0.0.9 All All All

Application Mozilla Thunderbird 3.0 All All All

Application Mozilla Thunderbird 3.0.1 All All All

Application Mozilla Thunderbird 3.0.10 All All All

Application Mozilla Thunderbird 3.0.11 All All All

Application Mozilla Thunderbird 3.0.2 All All All

Application Mozilla Thunderbird 3.0.3 All All All

Application Mozilla Thunderbird 3.0.4 All All All

Application Mozilla Thunderbird 3.0.5 All All All

Application Mozilla Thunderbird 3.0.6 All All All

Application Mozilla Thunderbird 3.0.7 All All All

Application Mozilla Thunderbird 3.0.8 All All All

Application Mozilla Thunderbird 3.0.9 All All All

Application Mozilla Thunderbird 3.1 All All All

Application Mozilla Thunderbird 3.1.1 All All All

Application Mozilla Thunderbird 3.1.10 All All All

Application Mozilla Thunderbird 3.1.11 All All All

Application Mozilla Thunderbird 3.1.2 All All All

Application Mozilla Thunderbird 3.1.3 All All All

Application Mozilla Thunderbird 3.1.4 All All All

Application Mozilla Thunderbird 3.1.5 All All All

Application Mozilla Thunderbird 3.1.6 All All All

Application Mozilla Thunderbird 5.0 All All All

Application Mozilla Thunderbird 6.0 All All All

Application Mozilla Thunderbird All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified
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504014 – (CVE-2011-3670) Requests using IPv6 hostname syntax through HTTP proxies may generate errors af854a3a-2127-422b-91ae-364da2661108

Repository / Oval Repository af854a3a-2127-422b-91ae-364da2661108

Support / Security / Advisories / / MDVSA-2012:013 | Mandriva af854a3a-2127-422b-91ae-364da2661108

[security-announce] openSUSE-SU-2012:0234-1: important: MozillaFirefox: af854a3a-2127-422b-91ae-364da2661108

Debian -- Security Information -- DSA-2400-1 iceweasel af854a3a-2127-422b-91ae-364da2661108

Debian -- Security Information -- DSA-2406-1 icedove af854a3a-2127-422b-91ae-364da2661108

Debian -- Security Information -- DSA-2402-1 iceape af854a3a-2127-422b-91ae-364da2661108

[security-announce] SUSE-SU-2012:0198-1: important: Security update for af854a3a-2127-422b-91ae-364da2661108

MFSA 2012-02: Overly permissive IPv6 literal syntax af854a3a-2127-422b-91ae-364da2661108

[security-announce] SUSE-SU-2012:0221-1: important: Security update for af854a3a-2127-422b-91ae-364da2661108
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