
CVE-2011-3827
Published on: 09/19/2012 12:00:00 AM UTC

Last Modified on: 03/23/2021 11:23:14 PM UTC

CVE-2011-3827

Source: Mitre  Source: NIST  CVE.ORG  Print: PDF 

Certain versions of Groupwise from Novell contain the following
vulnerability:

The iCalendar component in gwwww1.dll in GroupWise Internet Agent
(GWIA) in Novell GroupWise 8.0 before Support Pack 3 allows remote
attackers to cause a denial of service (out-of-bounds read and daemon
crash) via a crafted date-time string in a .ics attachment.

CVSS2 Score: 4.3 - MEDIUM
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CVE References

Description Tags Link

No Description Provided archives.neohapsis.com

Inactive Link Not Archived

 BUGTRAQ 20120917 Secunia Research: Novell
GroupWise iCalendar Date/Time Parsing Denial of
Service

Novell GroupWise iCalendar Parsing Flaw Lets Remote
Users Deny Service - SecurityTracker

www.securitytracker.com

text/html

 SECTRACK 1027540

Support | Security Vulnerability: GroupWise Internet
Agent (GWIA) iCalendar parsing vulnerability

Vendor Advisory

www.novell.com

text/html

 CONFIRM www.novell.com/support/kb/doc.php?
id=7010767

Access Denied bugzilla.novell.com

text/html

 CONFIRM bugzilla.novell.com/show_bug.cgi?
id=733887

Computer Security Research - Secunia Vendor Advisory

web.archive.org

text/html

 MISC secunia.com/secunia_research/2012-30/

CVE-2011-3827 has been assigned by  PSIRT-CNA@flexerasoftware.com to track the vulnerability
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Novell Groupwise 8.0 All All All

Application Novell Groupwise 8.00 hp1 All All

Application Novell Groupwise 8.00 hp2 All All

Application Novell Groupwise 8.0 All All All

Application Novell Groupwise 8.00 hp1 All All

Application Novell Groupwise 8.00 hp2 All All

Application Novell Groupwise All hp3 All All

No vendor comments have been submitted for this CVE
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