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Summary

CVE CVE-2011-3923

State PUBLIC

Assigner security@google.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-11-01 14:15:00 UTC

Updated 2023-11-07 02:08:00 UTC

Description Apache Struts before 2.3.1.2 allows remote attackers to bypass security protections in the ParameterInterceptor class and execute arbitrary commands.

Risk And Classification

Problem Types: CWE-732

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Struts All All All All

Application Apache Struts All All All All

Application Redhat Jboss Enterprise Web Server 1.0.0 All All All

Application Redhat Jboss Enterprise Web Server 1.0.0 All All All

References

Reference Source Link

CVE-2011-3923 MISC security-tracker.debian.org

Apache Struts 'ParameterInterceptor' Class OGNL (CVE-2011-3923) Security Bypass Vulnerability www.securityfocus.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Apache Struts ParametersInterceptor Remote Code Execution www.exploit-db.com

997755 – (CVE-2011-3923) CVE-2011-3923 struts2: Remote code execution via OGNL injention in HTTP parameter values bugzilla.redhat.com

Apache Struts ParameterInterceptor() Flaw Lets Remote Users Execute Arbitrary Commands - SecurityTracker MISC www.securitytracker.com

Full Disclosure: SEC Consult SA-20140710-0 :: Multiple critical vulnerabilities in Shopizer webshop seclists.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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