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Summary

CVE CVE-2011-3987

State PUBLIC

Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-11-03 17:55:00 UTC

Updated 2017-08-29 01:30:00 UTC

Description dtsoftbus01.sys in DAEMON Tools Lite before 4.41.3, Pro Standard before 4.41.0315, and Pro Advanced before 4.41.0315 allows local users to cause a denial of service (system crash) via an invalid DeviceIoControl request to \\.\dtsoftbusctl.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Daemon-tools Daemon Tools 4.10.0216 All pro_advanced All

Application Daemon-tools Daemon Tools 4.10.0216 All pro_standard All

Application Daemon-tools Daemon Tools 4.10.0217 All pro_advanced All

Application Daemon-tools Daemon Tools 4.10.0218 All pro_advanced All

Application Daemon-tools Daemon Tools 4.10.0218 All pro_standard All

Application Daemon-tools Daemon Tools 4.10.0219 All pro_advanced All

Application Daemon-tools Daemon Tools 4.10.0219 All pro_standard All

Application Daemon-tools Daemon Tools 4.10.0220 All pro_advanced All

Application Daemon-tools Daemon Tools 4.10.0220 All pro_standard All

Application Daemon-tools Daemon Tools 4.10.0221 All pro_advanced All

Application Daemon-tools Daemon Tools 4.10.0221 All pro_standard All

Application Daemon-tools Daemon Tools 4.10.0222 All pro_advanced All

Application Daemon-tools Daemon Tools 4.10.0222 All pro_standard All

Application Daemon-tools Daemon Tools 4.10.0223 All pro_advanced All

Application Daemon-tools Daemon Tools 4.10.0223 All pro_standard All

Application Daemon-tools Daemon Tools 4.10.0300 All pro_advanced All

Application Daemon-tools Daemon Tools 4.10.0300 All pro_standard All
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Application Daemon-tools Daemon Tools 4.10.0300 All pro_standard All

Application Daemon-tools Daemon Tools 4.10.0301 All pro_advanced All

Application Daemon-tools Daemon Tools 4.10.0301 All pro_standard All

Application Daemon-tools Daemon Tools 4.10.0302 All pro_advanced All

Application Daemon-tools Daemon Tools 4.10.0302 All pro_standard All

Application Daemon-tools Daemon Tools 4.10.0303 All pro_advanced All

Application Daemon-tools Daemon Tools 4.10.0303 All pro_standard All

Application Daemon-tools Daemon Tools 4.10.0304 All pro_advanced All

Application Daemon-tools Daemon Tools 4.10.0304 All pro_standard All

Application Daemon-tools Daemon Tools 4.10.0305 All pro_advanced All

Application Daemon-tools Daemon Tools 4.10.0305 All pro_standard All

Application Daemon-tools Daemon Tools 4.10.0306 All pro_advanced All

Application Daemon-tools Daemon Tools 4.10.0306 All pro_standard All

Application Daemon-tools Daemon Tools 4.10.0307 All pro_advanced All

Application Daemon-tools Daemon Tools 4.10.0307 All pro_standard All

Application Daemon-tools Daemon Tools 4.10.0308 All pro_advanced All

Application Daemon-tools Daemon Tools 4.10.0308 All pro_standard All

Application Daemon-tools Daemon Tools 4.10.0309 All pro_advanced All

Application Daemon-tools Daemon Tools 4.10.0309 All pro_standard All

Application Daemon-tools Daemon Tools 4.11.1 All lite All

Application Daemon-tools Daemon Tools 4.11.2 All lite All

Application Daemon-tools Daemon Tools 4.12.0 All lite All

Application Daemon-tools Daemon Tools 4.12.1 All lite All

Application Daemon-tools Daemon Tools 4.12.2 All lite All

Application Daemon-tools Daemon Tools 4.12.3 All lite All

Application Daemon-tools Daemon Tools 4.12.4 All lite All

Application Daemon-tools Daemon Tools 4.30.0 All lite All

Application Daemon-tools Daemon Tools 4.30.1 All lite All

Application Daemon-tools Daemon Tools 4.30.2 All lite All

Application Daemon-tools Daemon Tools 4.30.3 All lite All

Application Daemon-tools Daemon Tools 4.30.4 All lite All

Application Daemon-tools Daemon Tools 4.35.5 All lite All

Application Daemon-tools Daemon Tools 4.35.6 All lite All

Application Daemon-tools Daemon Tools 4.40.0311 All pro_advanced All

Application Daemon-tools Daemon Tools 4.40.0311 All pro_standard All

Application Daemon-tools Daemon Tools 4.40.0312 All pro_advanced All
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Application Daemon-tools Daemon Tools 4.40.0312 All pro_standard All

Application Daemon-tools Daemon Tools 4.40.1 All lite All

Application Daemon-tools Daemon Tools 4.10.0216 All pro_advanced All

Application Daemon-tools Daemon Tools 4.10.0216 All pro_standard All

Application Daemon-tools Daemon Tools 4.10.0217 All pro_advanced All

Application Daemon-tools Daemon Tools 4.10.0218 All pro_advanced All

Application Daemon-tools Daemon Tools 4.10.0218 All pro_standard All

Application Daemon-tools Daemon Tools 4.10.0219 All pro_advanced All

Application Daemon-tools Daemon Tools 4.10.0219 All pro_standard All

Application Daemon-tools Daemon Tools 4.10.0220 All pro_advanced All

Application Daemon-tools Daemon Tools 4.10.0220 All pro_standard All

Application Daemon-tools Daemon Tools 4.10.0221 All pro_advanced All

Application Daemon-tools Daemon Tools 4.10.0221 All pro_standard All

Application Daemon-tools Daemon Tools 4.10.0222 All pro_advanced All

Application Daemon-tools Daemon Tools 4.10.0222 All pro_standard All

Application Daemon-tools Daemon Tools 4.10.0223 All pro_advanced All

Application Daemon-tools Daemon Tools 4.10.0223 All pro_standard All

Application Daemon-tools Daemon Tools 4.10.0300 All pro_advanced All

Application Daemon-tools Daemon Tools 4.10.0300 All pro_standard All

Application Daemon-tools Daemon Tools 4.10.0301 All pro_advanced All

Application Daemon-tools Daemon Tools 4.10.0301 All pro_standard All

Application Daemon-tools Daemon Tools 4.10.0302 All pro_advanced All

Application Daemon-tools Daemon Tools 4.10.0302 All pro_standard All

Application Daemon-tools Daemon Tools 4.10.0303 All pro_advanced All

Application Daemon-tools Daemon Tools 4.10.0303 All pro_standard All

Application Daemon-tools Daemon Tools 4.10.0304 All pro_advanced All

Application Daemon-tools Daemon Tools 4.10.0304 All pro_standard All

Application Daemon-tools Daemon Tools 4.10.0305 All pro_advanced All

Application Daemon-tools Daemon Tools 4.10.0305 All pro_standard All

Application Daemon-tools Daemon Tools 4.10.0306 All pro_advanced All

Application Daemon-tools Daemon Tools 4.10.0306 All pro_standard All

Application Daemon-tools Daemon Tools 4.10.0307 All pro_advanced All

Application Daemon-tools Daemon Tools 4.10.0307 All pro_standard All

Application Daemon-tools Daemon Tools 4.10.0308 All pro_advanced All

Application Daemon-tools Daemon Tools 4.10.0308 All pro_standard All

Application Daemon-tools Daemon Tools 4.10.0309 All pro_advanced All
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Application Daemon-tools Daemon Tools 4.10.0309 All pro_advanced All

Application Daemon-tools Daemon Tools 4.10.0309 All pro_standard All

Application Daemon-tools Daemon Tools 4.11.1 All lite All

Application Daemon-tools Daemon Tools 4.11.2 All lite All

Application Daemon-tools Daemon Tools 4.12.0 All lite All

Application Daemon-tools Daemon Tools 4.12.1 All lite All

Application Daemon-tools Daemon Tools 4.12.2 All lite All

Application Daemon-tools Daemon Tools 4.12.3 All lite All

Application Daemon-tools Daemon Tools 4.12.4 All lite All

Application Daemon-tools Daemon Tools 4.30.0 All lite All

Application Daemon-tools Daemon Tools 4.30.1 All lite All

Application Daemon-tools Daemon Tools 4.30.2 All lite All

Application Daemon-tools Daemon Tools 4.30.3 All lite All

Application Daemon-tools Daemon Tools 4.30.4 All lite All

Application Daemon-tools Daemon Tools 4.35.5 All lite All

Application Daemon-tools Daemon Tools 4.35.6 All lite All

Application Daemon-tools Daemon Tools 4.40.0311 All pro_advanced All

Application Daemon-tools Daemon Tools 4.40.0311 All pro_standard All

Application Daemon-tools Daemon Tools 4.40.0312 All pro_advanced All

Application Daemon-tools Daemon Tools 4.40.0312 All pro_standard All

Application Daemon-tools Daemon Tools 4.40.1 All lite All

Application Daemon-tools Daemon Tools All All lite All

Application Daemon-tools Daemon Tools All All pro_advanced All

Application Daemon-tools Daemon Tools All All pro_standard All

References

Reference Source Link Tags

NEOHAPSIS - Peace of Mind Through Integrity and Insight BUGTRAQ archives.neohapsis.com Exploit

DAEMON Tools CVE-2011-3987 Local Denial of Service Vulnerability BID www.securityfocus.com

About Secunia Research | Flexera SECUNIA secunia.com Vendor Advisory

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

JVN#07414354: DAEMON Tools vulnerable to denial-of-service JVN jvn.jp

JVNDB-2011-000085 JVNDB jvndb.jvn.jp

www.fourteenforty.jp/research/advisory.cgi MISC www.fourteenforty.jp Exploit

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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