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Summary

CVE CVE-2011-3992

State PUBLIC

Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-11-03 17:55:00 UTC

Updated 2018-10-30 16:26:00 UTC

Description Buffer overflow in the SSH server functionality on the D-Link DES-3800 with firmware before 4.50B052, DWL-2100AP with firmware before 2.50RC548, and DWL-3200AP with firmware before 2.55RC549 allows remote attackers to execute arbitrary code or cause a denial of service via unspecified vectors.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Dlink Des-3800 All All All All

Hardware Dlink Des-3800 All All All All

Operating System Dlink Des-3800 Firmware 4.00 All All All

Operating System Dlink Des-3800 Firmware 4.00 All All All

Operating System Dlink Des-3800 Firmware All All All All

Hardware Dlink Dwl-2100ap All All All All

Hardware Dlink Dwl-2100ap All All All All

Application Dlink Dwl-2100ap Firmware All All All All

Hardware Dlink Dwl-3200ap All All All All

Hardware Dlink Dwl-3200ap All All All All

Application Dlink Dwl-3200ap Firmware 2.40 All All All

Application Dlink Dwl-3200ap Firmware 2.40 All All All

Application Dlink Dwl-3200ap Firmware All All All All
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D-Link Multiple Products Unspecified Remote Buffer Overflow Vulnerability BID www.securityfocus.com

76628 OSVDB osvdb.org

JVN#72640744: Multiple D-Link products vulnerable to buffer overflow JVN jvn.jp

セキュリティ情報-サポート|ディーリンクジャパン株式会社｜D-Link Japan CONFIRM www.dlink-jp.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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