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Summary

CVE CVE-2011-4014

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-05-02 10:09:00 UTC

Updated 2012-08-19 03:38:00 UTC

Description The TAC Case Attachment tool in Cisco Wireless Control System (WCS) 7.0 allows remote authenticated users to read arbitrary files under webnms/Temp/ via unspecified vectors, aka Bug ID CSCtq86807.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Wireless Control System Software 7.0.164.0 All All All

Application Cisco Wireless Control System Software 7.0.164.3 All All All

Application Cisco Wireless Control System Software 7.0.172.0 All All All

Application Cisco Wireless Control System Software 7.0.220.0 All All All

Application Cisco Wireless Control System Software 7.0.230.0 All All All

Application Cisco Wireless Control System Software 7.0.164.0 All All All

Application Cisco Wireless Control System Software 7.0.164.3 All All All

Application Cisco Wireless Control System Software 7.0.172.0 All All All

Application Cisco Wireless Control System Software 7.0.220.0 All All All

Application Cisco Wireless Control System Software 7.0.230.0 All All All

References

Reference

Release Notes for Cisco Wireless Control System for Windows or Linux, Release 7.0.230.0  [Cisco Wireless Control System] - Cisco Systems

Cisco Wireless Control System Discloses Files to Remote Authenticated Users - SecurityTracker
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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