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AVNACHAUNCNINAC Certain versions of los from Cisco contain the following vulnerability:

Memory leak in Cisco I0S 12.4 and 15.0 through 15.2, and Cisco
Unified Communications Manager (CUCM) 7.x, allows remote
attackers to cause a denial of service (memory consumption) via a
crafted response to a SIP SUBSCRIBE message, aka Bug IDs
CSCt093837 and CSCtj61883.

CVE-2011-4019 has been assigned by ;! psirt@cisco.com to track the vulnerability

CVSS2 Score: 5.4- MEDIUM

Access Access Authentication
Vector Complexity
[iGH ] (NN |
Confidentiality Integrity Availability
Impact Impact Impact
[NoNE [NONE |
Description Tags Link

2 CONFIRM

www.cisco.com/web/software/282074295/90289/cucm-readme-
715bsub.pdf

Cross-Platform Release Notes for Cisco - CONFIRM
I0S Release 15.1M&T - Release www.cisco.com/en/US/docs/ios/15_1/release/notes/151TCAVS.html
15.1(1)T Caveats [Cisco IOS 15.1M&T]

- Cisco Systems

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.
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There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)
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cpe:2.3:0:Cisco:ins:12.4 7 * * ™

cpe:2.3:0:Cisc0:i0s:15.0: "

cpe:2.3:0:cisco:ios:15.1

cpe:2.3:0:cisco:ios:15.2

ARk kKR kK,

ARk KoKk kK,

cpe:2.3:0:Cisco:ins:12.4 %

cpe:2.3:0:cisco:i0s:15.0

cpe:2.3:0:cisco:ios:15.1

kK koK kR k.

kK koK ak Rk,

cpe:2.3:0:cisco:ios:15.2: % "%

cpe:2.3:a:cisco:unified_communications_manager:7.0:*:*:*:**:*:*:

akLk Lk ak Rk k.

cpe:2.3:a:cisco:unified_communications_manager:7.0_base:*:*:*:*:*:*:*:

AnAD iacnicnninifind Anmmiininatinne manannar7 4 F ok okok ko,
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akLakak kKR k.

cpe:2.3:a:cisco:unified_communications_manager:7.1\(3a\)suta:*:*:*:**:*:*:

dkk Lk kakakak.

cpe:2.3:a:cisco:unified_communications_manager:7.1\(3b\)su1:*:*:**:

Sk Kk kR akak.

cpe:2.3:a:cisco:unified_communications_manager:7.1\(3b\)su2:*:*:*:*:*:*:*:

Sk Kk kR akak.

cpe:2.3:a:cisco:unified_communications_manager:7.1\(5b\)su2:*:*:*:*:*:*:*:

sk Rk ok akakak.

cpe:2.3:a:cisco:unified_communications_manager:7.1\(5b\)su3:*:*:*:*:*:*:*:

dkak Lk ok Lk uk k.

cpe:2.3:a:cisco:unified_communications_manager:7.0_base:*:*:*:*:*:*:*:

dkkakkakakak.

cpe:2.3:a:cisco:unified_communications_manager:7.1:*:**:* "



dkkakkakakak.

cpe:2.3:a:cisco:unified_communications_manager:7.1\(2a\)su1:*:*:*

Sk Lk ak Lk akakak.

cpe:2.3:a:cisco:unified_communications_manager:7.1\(3a\)sut:*:*:*

Kk koK kR ak,

cpe:2.3:a:cisco:unified_communications_manager:7.1\(3a\)suta:**:*:**:*:*:

Lk Lk ak kR akak.

cpe:2.3:a:cisco:unified_communications_manager:7.1\(3b\)su1:*:*:**:*:*:*:

Lk Rk kR akak.

cpe:2.3:a:cisco:unified_communications_manager:7.1\(3b\)su2:*:*:*:*:*:*:*:

akkak ok akakk,

cpe:2.3:a:cisco:unified_communications_manager:7.1_base:*:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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