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Summary

CVE CVE-2011-4061

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-10-18 01:55:00 UTC

Updated 2018-10-11 10:29:00 UTC

Description Multiple untrusted search path vulnerabilities in (1) db2rspgn and (2) kbbacf1 in IBM DB2 Express Edition 9.7, as used in the IBM Tivoli Monitoring for Databases: DB2 Agent, allow local users to gain privileges via a Trojan horse libkbb.so in the current working directory, related to the DT_RPATH ELF header.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ibm Db2 9.7 All express All

Application Ibm Db2 9.7 All express All

Application Ibm Tivoli Monitoring For Databases All All All All

Application Ibm Tivoli Monitoring For Databases All All All All

References

Reference Source Link

Nth Dimension/downloads:: Negatively discriminating against idiots since 1995! MISC www.nth-dimension.org.uk

RETIRED: IBM DB2 and DB2 Connect Tivoli Monitoring Agent Local Privilege Escalation Vulnerability BID www.securityfocus.com

SecurityFocus BUGTRAQ www.securityfocus.com

IBM DB2 'DT_RPATH' Insecure Library Loading Arbitrary Code Execution Vulnerability BID www.securityfocus.com

Repository / Oval Repository OVAL oval.cisecurity.org

Nth Dimension/downloads:: Negatively discriminating against idiots since 1995! MISC www.nth-dimension.org.uk

CXSecurity - IDS SREASON securityreason.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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