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Summary

CVE CVE-2011-4075

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-11-02 17:55:00 UTC

Updated 2023-02-13 00:20:00 UTC

Description The masort function in lib/functions.php in phpLDAPadmin 1.2.x before 1.2.2 allows remote attackers to execute arbitrary PHP code via the orderby parameter (aka sortby variable) in a query_engine action to cmd.php, as exploited in the wild in October 2011.

Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Phpldapadmin Project Phpldapadmin 1.2.0 All All All

Application Phpldapadmin Project Phpldapadmin 1.2.0.1 All All All

Application Phpldapadmin Project Phpldapadmin 1.2.0.2 All All All

Application Phpldapadmin Project Phpldapadmin 1.2.0.3 All All All

Application Phpldapadmin Project Phpldapadmin 1.2.0.4 All All All

Application Phpldapadmin Project Phpldapadmin 1.2.0.5 All All All

Application Phpldapadmin Project Phpldapadmin 1.2.1 All All All

Application Phpldapadmin Project Phpldapadmin 1.2.1.1 All All All

Application Phpldapadmin Project Phpldapadmin 1.2.0 All All All

Application Phpldapadmin Project Phpldapadmin 1.2.0.1 All All All

Application Phpldapadmin Project Phpldapadmin 1.2.0.2 All All All

Application Phpldapadmin Project Phpldapadmin 1.2.0.3 All All All

Application Phpldapadmin Project Phpldapadmin 1.2.0.4 All All All

Application Phpldapadmin Project Phpldapadmin 1.2.0.5 All All All

Application Phpldapadmin Project Phpldapadmin 1.2.1 All All All

Application Phpldapadmin Project Phpldapadmin 1.2.1.1 All All All
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report

http://osvdb.org/76594
http://www.exploit-db.com/exploits/18021/
http://www.debian.org/security/2011/dsa-2333
http://secunia.com/advisories/46551
http://secunia.com/advisories/46672
http://www.securityfocus.com/bid/50331
http://openwall.com/lists/oss-security/2011/10/24/9
http://sourceforge.net/tracker/index.php?func=detail&aid=3417184&group_id=61828&atid=498546
http://phpldapadmin.git.sourceforge.net/git/gitweb.cgi?p=phpldapadmin/phpldapadmin%253Ba=blobdiff%253Bf=lib/functions.php%253Bh=eb160dc9f7d74e563131e21d4c85d7849a0c6638%253Bhp=19fde9974d4e5eb3bfac04bb223ccbefdb98f9a0%253Bhb=76e6dad13ef77c5448b8dfed1a61e4acc7241165%253Bhpb=5d4245f93ae6f065e7535f268e3cd87a23b07744
http://phpldapadmin.sourceforge.net/wiki/index.php/Main_Page
http://phpldapadmin.git.sourceforge.net/git/gitweb.cgi?p=phpldapadmin/phpldapadmin;a=blobdiff;f=lib/functions.php;h=eb160dc9f7d74e563131e21d4c85d7849a0c6638;hp=19fde9974d4e5eb3bfac04bb223ccbefdb98f9a0;hb=76e6dad13ef77c5448b8dfed1a61e4acc7241165;hpb=5d4245f93ae6f065e7535f268e3cd87a23b07744
http://openwall.com/lists/oss-security/2011/10/25/2
http://dev.metasploit.com/redmine/issues/5820
https://www.cve.org/CVERecord?id=CVE-2011-4075
https://nvd.nist.gov/vuln/detail/CVE-2011-4075
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report

	CVE-2011-4075
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References


