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CVE-2011-4079

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2011-4079

PUBLIC

secalert@redhat.com

CVE Program / NVD first with legacy fallback
2011-10-27 20:55:00 UTC

2023-02-13 04:32:00 UTC

Off-by-one error in the UTF8StringNormalize function in OpenLDAP 2.4.26 and earlier allows remote attackers to cause a ¢

| 1|

Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)
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Vendor Product Version Update Edition Language
Openldap Openldap 1.0 All All All
Openldap Openldap 1.0.1 All All All
Openldap Openldap 1.0.2 All All All
Openldap Openldap 1.0.3 All All All
Openldap Openldap 1.1 All All All
Openldap Openldap 1.1.0 All All All
Openldap Openldap 1.1.1 All All All
Openldap Openldap 1.1.2 All All All
Openldap Openldap 1.1.3 All All All
Openldap Openldap 114 All All All
Openldap Openldap 1.2 All All All
Openldap Openldap 1.2.0 All All All
Openldap Openldap 1.2.1 All All All
Openldap Openldap 1.2.10 All All All
Openldap Openldap 1.2.11 All All All
Openldap Openldap 1.2.12 All All All
Openldap Openldap 1.2.13 All All All
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CVE Program record

NVD vulnerability detail

1

749324 — (CVE-2011-4079) CVE-2011-4079 openldap: one-byte buffer overflow in slapd

oss-security - CVE Request: openldap2 UTF8StringNormalize() can cause a (one-byte) buffer overflow

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

oss-security - Re: CVE Request: openldap2 UTF8StringNormalize() can cause a (one-byte) buffer overflow

Security Advisory SA46599 - OpenLDAP &quot;UTF8StringNormalize()&quot; Off-by-One Denial of Service Vulnerability - Secunia
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