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CVE Program / NVD first with legacy fallback
2014-04-16 18:37:00 UTC

2014-04-17 14:15:00 UTC

The bzexe command in bzip2 1.0.5 and earlier generates compressed executables that do not properly handle temporary fi

| 1|

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Bzip Bzip2 1.0 All All All
Application Bzip Bzip2 1.0.1 All All All
Application Bzip Bzip2 1.0.2 All All All
Application Bzip Bzip2 1.0.3 All All All
Application Bzip Bzip2 1.0 All All All
Application Bzip Bzip2 1.0.1 All All All
Application Bzip Bzip2 1.0.2 All All All
Application Bzip Bzip2 1.0.3 All All All
Application Bzip Bzip2 All All All All
References
Reference Source Link Tags
#632862 - insecure temporary file creation (bzexe) - Debian Bug report logs CONFIRM bugs.debian.org Patch
USN-1308-1: bzip2 vulnerability | Ubuntu UBUNTU www.ubuntu.com Patch
bzexe (bzip2) race condition EXPLOIT-DB  www.exploit-db.com  Exploit
oss-security - Re: Request for CVE Identifier: bzexe insecure temporary file MLIST www.openwall.com
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NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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