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Summary

CVE CVE-2011-4091

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-02-10 18:15:00 UTC

Updated 2023-02-13 04:32:00 UTC

Description The libobby server in inc/server.hpp in libnet6 (aka net6) before 1.3.14 does not perform authentication before checking the user name, which allows remote attackers to obtain sensitive information such as server-usage patterns by a particular user and color preferences.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Armin Burgmeier Net6 1.3.1 All All All

Application Armin Burgmeier Net6 1.3.10 All All All

Application Armin Burgmeier Net6 1.3.11 All All All

Application Armin Burgmeier Net6 1.3.12 All All All

Application Armin Burgmeier Net6 1.3.2 All All All

Application Armin Burgmeier Net6 1.3.3 All All All

Application Armin Burgmeier Net6 1.3.4 All All All

Application Armin Burgmeier Net6 1.3.5 All All All

Application Armin Burgmeier Net6 1.3.6 All All All

Application Armin Burgmeier Net6 1.3.7 All All All

Application Armin Burgmeier Net6 1.3.8 All All All

Application Armin Burgmeier Net6 1.3.9 All All All

Application Armin Burgmeier Net6 1.3.1 All All All

Application Armin Burgmeier Net6 1.3.10 All All All

Application Armin Burgmeier Net6 1.3.11 All All All

Application Armin Burgmeier Net6 1.3.12 All All All

Application Armin Burgmeier Net6 1.3.2 All All All
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Application Armin Burgmeier Net6 1.3.2 All All All

Application Armin Burgmeier Net6 1.3.3 All All All

Application Armin Burgmeier Net6 1.3.4 All All All

Application Armin Burgmeier Net6 1.3.5 All All All

Application Armin Burgmeier Net6 1.3.6 All All All

Application Armin Burgmeier Net6 1.3.7 All All All

Application Armin Burgmeier Net6 1.3.8 All All All

Application Armin Burgmeier Net6 1.3.9 All All All

Application Armin Burgmeier Net6 All All All All

Operating System Opensuse Opensuse 11.3 All All All

Operating System Opensuse Opensuse 11.4 All All All

Operating System Opensuse Opensuse 11.3 All All All

Operating System Opensuse Opensuse 11.4 All All All

Operating System Oracle Solaris 11.2 All All All

Operating System Oracle Solaris 11.2 All All All

References

Reference Source Link Tags

openSUSE-SU-2012:0040-1: moderate: net6 SUSE lists.opensuse.org Third Party Advisory

openSUSE-SU-2012:0008-1: moderate: net6 SUSE lists.opensuse.org Third Party Advisory

git.0x539.de Git - net6.git/commitdiff MISC git.0x539.de

git.0x539.de Git - net6.git/commitdiff CONFIRM git.0x539.de Issue Tracking

oss-security - Re: CVE request: 3 flaws in libobby and libnet6 MLIST www.openwall.com Mailing List, Third Party Advisory

Access Denied CONFIRM bugzilla.novell.com Issue Tracking

Oracle Solaris Third Party Bulletin - April 2015 CONFIRM www.oracle.com Third Party Advisory

750632 – (CVE-2011-4091) CVE-2011-4091 net6: user information exposure flaw CONFIRM bugzilla.redhat.com Issue Tracking

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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