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CVE CVE-2011-4091
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-02-10 18:15:00 UTC
Updated 2023-02-13 04:32:00 UTC
Description The libobby server in inc/server.hpp in libnet6 (aka net6) before 1.3.14 does not perform authentication before checking the

/ |
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Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Armin Burgmeier Net6 1.3.1 All All All
Application Armin Burgmeier Net6 1.3.10 All All All
Application Armin Burgmeier Net6 1.3.11 All All All
Application Armin Burgmeier Net6 1.3.12 All All All
Application Armin Burgmeier Net6 1.3.2 All All All
Application Armin Burgmeier Net6 1.3.3 All All All
Application Armin Burgmeier Net6 1.3.4 All All All
Application Armin Burgmeier Net6 1.3.5 All All All
Application Armin Burgmeier Net6 1.3.6 All All All
Application Armin Burgmeier Net6 1.3.7 All All All
Application Armin Burgmeier Net6 1.3.8 All All All
Application Armin Burgmeier Net6 1.3.9 All All All
Application Armin Burgmeier Net6 1.3.1 All All All
Application Armin Burgmeier Net6 1.3.10 All All All
Application Armin Burgmeier Net6 1.3.11 All All All
Application Armin Burgmeier Net6 1.3.12 All All All
Application Armin Burgmeier Net6 1.3.2 All All All
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Application Armin Burgmeier Net6 1.3.3 All All All

Application Armin Burgmeier Net6 1.34 All All All

Application Armin Burgmeier Net6 1.3.5 All All All

Application Armin Burgmeier Net6 1.3.6 All All All

Application Armin Burgmeier Net6 1.3.7 All All All

Application Armin Burgmeier Net6 1.3.8 All All All

Application Armin Burgmeier Net6 1.3.9 All All All

Application Armin Burgmeier Net6 All All All All

Operating System Opensuse Opensuse 11.3 All All All

Operating System Opensuse Opensuse 11.4 All All All

Operating System Opensuse Opensuse 11.3 All All All

Operating System Opensuse Opensuse 11.4 All All All

Operating System Oracle Solaris 11.2 All All All

Operating System Oracle Solaris 11.2 All All All

Reference Source Link Tags
openSUSE-SU-2012:0040-1: moderate: net6é SUSE lists.opensuse.org  Third Party Advisory
openSUSE-SU-2012:0008-1: moderate: net6 SUSE lists.opensuse.org  Third Party Advisory
git.0x539.de Git - net6.git/commitdiff MISC git.0x539.de

git.0x539.de Git - net6.git/commitdiff CONFIRM  @it.0x539.de Issue Tracking
oss-security - Re: CVE request: 3 flaws in libobby and libnet6 MLIST www.openwall.com  Mailing List, Third Par
Access Denied CONFIRM  bugzilla.novell.com  Issue Tracking
Oracle Solaris Third Party Bulletin - April 2015 CONFIRM  www.oracle.com Third Party Advisory
750632 — (CVE-2011-4091) CVE-2011-4091 net6: user information exposure flaw ~ CONFIRM  bugzilla.redhat.com Issue Tracking

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
4

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This


http://cve.report/vendor/armin_burgmeier
http://cve.report/software/armin_burgmeier/net6
http://cve.report/vendor/armin_burgmeier
http://cve.report/software/armin_burgmeier/net6
http://cve.report/vendor/armin_burgmeier
http://cve.report/software/armin_burgmeier/net6
http://cve.report/vendor/armin_burgmeier
http://cve.report/software/armin_burgmeier/net6
http://cve.report/vendor/armin_burgmeier
http://cve.report/software/armin_burgmeier/net6
http://cve.report/vendor/armin_burgmeier
http://cve.report/software/armin_burgmeier/net6
http://cve.report/vendor/armin_burgmeier
http://cve.report/software/armin_burgmeier/net6
http://cve.report/vendor/armin_burgmeier
http://cve.report/software/armin_burgmeier/net6
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/oracle
http://cve.report/software/oracle/solaris
http://cve.report/vendor/oracle
http://cve.report/software/oracle/solaris
http://lists.opensuse.org/opensuse-updates/2012-01/msg00054.html
http://lists.opensuse.org/opensuse-updates/2012-01/msg00044.html
http://git.0x539.de/?p=net6.git%253Ba=commitdiff%253Bh=84afca022f063f89bfcd4bb32b1ee911f555abf1%253Bhp=ac61d7fb42a1f977fb527e024bede319c4a9e169
http://git.0x539.de/?p=net6.git;a=commitdiff;h=84afca022f063f89bfcd4bb32b1ee911f555abf1;hp=ac61d7fb42a1f977fb527e024bede319c4a9e169
http://www.openwall.com/lists/oss-security/2011/10/31/1
https://bugzilla.novell.com/show_bug.cgi?id=727708
http://www.oracle.com/technetwork/topics/security/bulletinapr2015-2511959.html
https://bugzilla.redhat.com/show_bug.cgi?id=750632
https://www.cve.org/CVERecord?id=CVE-2011-4091
https://nvd.nist.gov/vuln/detail/CVE-2011-4091
https://cve.report/

site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report


https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report

	CVE-2011-4091
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References


