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CVE-2011-4093

Source: Mitre  Source: NIST  CVE.ORG  Print: PDF 

Certain versions of Net6 from Armin Burgmeier contain the following
vulnerability:

Integer overflow in inc/server.hpp in libnet6 (aka net6) before 1.3.14
might allow remote attackers to hijack connections and gain privileges
as other users by making a large number of connections until the
overflow occurs and an ID of another user is provided.
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CVE References

Description Tags Link

openSUSE-SU-
2012:0040-1:
moderate: net6

Third Party Advisory

lists.opensuse.org

text/html

 SUSE openSUSE-SU-2012:0040

openSUSE-SU-
2012:0008-1:
moderate: net6

Third Party Advisory

lists.opensuse.org

text/html

 SUSE openSUSE-SU-2012:0008

git.0x539.de Git -
net6.git/commitdiff

Patch

git.0x539.de

text/xml

 MISC git.0x539.de/?
p=net6.git%3Ba=commitdiff%3Bh=ac61d7fb42a1f977fb527e024bede319c4a9e169%3Bhp=08c8e2261604c6fcbbaf62f9ae9d13f7015fcb9a

Bug 727710 –
VUL-0: net6
connection
hijacking

Issue Tracking

Third Party Advisory

VDB Entry

bugzilla.novell.com

text/html

 CONFIRM bugzilla.novell.com/show_bug.cgi?id=727710

CVE-2011-4093 has been assigned by  secalert@redhat.com to track the vulnerability
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text/html

750631 – (CVE-
2011-4093) CVE-
2011-4093 net6:
integer overflow
may lead to
connection
hijacking

Issue Tracking

Third Party Advisory

VDB Entry

bugzilla.redhat.com

text/html

 CONFIRM bugzilla.redhat.com/show_bug.cgi?id=750631

oss-security - Re:
CVE request: 3
flaws in libobby
and libnet6

Third Party Advisory

www.openwall.com

text/html

 MLIST [oss-security] 20111031 Re: CVE request: 3 flaws in libobby and libnet6

Oracle Solaris
Third Party
Bulletin - April
2015

Third Party Advisory

web.archive.org

text/html

Inactive Link Not Archived

 CONFIRM www.oracle.com/technetwork/topics/security/bulletinapr2015-2511959.html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Armin Burgmeier Net6 1.3.1 All All All

Application Armin Burgmeier Net6 1.3.10 All All All

Application Armin Burgmeier Net6 1.3.11 All All All

Application Armin Burgmeier Net6 1.3.12 All All All

Application Armin Burgmeier Net6 1.3.2 All All All

Application Armin Burgmeier Net6 1.3.3 All All All

Application Armin Burgmeier Net6 1.3.4 All All All

Application Armin Burgmeier Net6 1.3.5 All All All

Application Armin Burgmeier Net6 1.3.6 All All All

Application Armin Burgmeier Net6 1.3.7 All All All

Application Armin Burgmeier Net6 1.3.8 All All All

Application Armin Burgmeier Net6 1.3.9 All All All

Application Armin Burgmeier Net6 1.3.1 All All All

Application Armin Burgmeier Net6 1.3.10 All All All

Application Armin Burgmeier Net6 1.3.11 All All All

Application Armin Burgmeier Net6 1.3.12 All All All

Application Armin Burgmeier Net6 1.3.2 All All All
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Application Armin Burgmeier Net6 1.3.3 All All All

Application Armin Burgmeier Net6 1.3.4 All All All

Application Armin Burgmeier Net6 1.3.5 All All All

Application Armin Burgmeier Net6 1.3.6 All All All

Application Armin Burgmeier Net6 1.3.7 All All All

Application Armin Burgmeier Net6 1.3.8 All All All

Application Armin Burgmeier Net6 1.3.9 All All All

Application Armin Burgmeier Net6 All All All All

Operating
System

Opensuse Opensuse 11.3 All All All

Operating
System

Opensuse Opensuse 11.3 All All All

Operating
System

Opensuse Project Opensuse 11.4 All All All

Operating
System

Opensuse Project Opensuse 11.4 All All All

Operating
System

Oracle Solaris 11.2 All All All

Operating
System

Oracle Solaris 11.2 All All All

cpe:2.3:a:armin_burgmeier:net6:1.3.1:*:*:*:*:*:*:*:

cpe:2.3:a:armin_burgmeier:net6:1.3.10:*:*:*:*:*:*:*:

cpe:2.3:a:armin_burgmeier:net6:1.3.11:*:*:*:*:*:*:*:

cpe:2.3:a:armin_burgmeier:net6:1.3.12:*:*:*:*:*:*:*:
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