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CVE CVE-2011-4102
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-11-08 15:55:01 UTC
Updated 2026-04-29 01:13:23 UTC
Description Heap-based buffer overflow in the erf_read_header function in wiretap/erf.c in the ERF file parser in Wireshark 1.4.0 throug

/ |

Risk And Classification

Primary CVSS: v2.0 4.3 from nvd@nist.gov

AV:N/AC:M/Au:N/C:N/I:N/A:P

Problem Types: CWE-119 | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Wireshark Wireshark 1.4.0 All All All


https://cve.report/
https://cve.report/CVE-2011-4102/mitre
https://cve.report/CVE-2011-4102/nist
https://cve.report/CVE-2011-4102/cve_org
https://cve.report/api/cve/CVE-2011-4102.json
https://cve.report/CVE-2011-4102.pdf
http://cve.report/vendor/wireshark
http://cve.report/software/wireshark/wireshark
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Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified

Reference

IBM X-Force Exchange

oss-security - Re: CVE request for wireshark flaws

Wireshark ERF File Parser Buffer Overflow Vulnerability

Repository / Oval Repository

Security Alerts - Secunia

Wireshark - wnpa-sec-2011-19

6479 — ERF file reader buffer overflow

osvdb.org/76770

Bug 750648 — CVE-2011-4102 wireshark: buffer overflow in the ERF file reader

About Secunia Research | Flexera

Security Alerts - Secunia

[Wireshark] Revision 39508

Red Hat Customer Portal

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

Link
exchange.xfor
openwall.com
www.securityfi
oval.cisecurity
secunia.com
www.wireshar
bugs.wireshar
osvdb.org
bugzilla.redha
secunia.com
secunia.com
anonsvn.wires
rhn.redhat.con
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http://cve.report/software/na/n/a
https://exchange.xforce.ibmcloud.com/vulnerabilities/71092
http://openwall.com/lists/oss-security/2011/11/01/9
http://www.securityfocus.com/bid/50486
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A15073
http://secunia.com/advisories/46913
http://www.wireshark.org/security/wnpa-sec-2011-19.html
https://bugs.wireshark.org/bugzilla/show_bug.cgi?id=6479
http://osvdb.org/76770
https://bugzilla.redhat.com/show_bug.cgi?id=750648
http://secunia.com/advisories/46644
http://secunia.com/advisories/48947
http://anonsvn.wireshark.org/viewvc?view=revision&revision=39508
http://rhn.redhat.com/errata/RHSA-2013-0125.html
https://www.cve.org/CVERecord?id=CVE-2011-4102
https://nvd.nist.gov/vuln/detail/CVE-2011-4102

There are currently no legacy QID mappings associated with this CVE.
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