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CVE-2011-4114

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVUACMAUNGNP/AP Certain versions of Par-packer Module from Roderich Schupp contain
’ the following vulnerability:

The par_mktmpdir function in the PAR::Packer module before 1.012 for
Perl creates temporary files in a directory with a predictable name
without verifying ownership and permissions of this directory, which
allows local users to overwrite files when another user extracts a PAR
packed program. NOTE: a similar vulnerability was reported for PAR,
but this has been assigned a different CVE identifier.

CVE-2011-4114 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: (335 LOW |

Access Access Authentication
Vector Complexity

=3
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE |
CVE References

Description Tags Link
Bug 753955 — CVE-2011-4114 CVE-2011-5060 perl-PAR- m () CONFIRM
Packer/perl-PAR: insecure temporary directory handling bugzilla.redhat.com/show_bug.cgi?id=753955
Bug #69560 for PAR-Packer: PAR packed files are extracted to (7) CONFIRM
unsafe and predictable temporary directories rt.cpan.org/Public/Bug/Display.html?id=69560
[SECURITY] Fedora 15 Update: perl-PAR-Packer-1.008-4.fc15 &) FEDORA FEDORA-2011-16859

tsxtitm |
oss-security - CVE request: unsafe use of /tmp in multiple CPAN ¢ > MLIST [oss-security] 20111104 CVE
modules [ text/html | request: unsafe use of /tmp in multiple CPAN

modules



https://cve.report/
https://cve.report/CVE-2011-4114/mitre
https://cve.report/CVE-2011-4114/nist
https://cve.report/CVE-2011-4114/cve_org
https://cve.report/CVE-2011-4114.pdf
http://cve.report/software/roderich_schupp/par-packer_module
http://cve.report/vendor/roderich_schupp
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://bugzilla.redhat.com/show_bug.cgi?id=753955
https://rt.cpan.org/Public/Bug/Display.html?id=69560
http://lists.fedoraproject.org/pipermail/package-announce/2011-December/071091.html
http://www.openwall.com/lists/oss-security/2011/11/04/2

oss-security - Re: CVE request: unsafe use of /tmp in multiple
CPAN modules

¢ > MLIST [oss-security] 20111104 Re: CVE
request: unsafe use of /tmp in multiple CPAN
modules

text/html

[SECURITY] Fedora 16 Update: perl-PAR-Packer-1.010-3.fc16 [ Patch | FEDORA FEDORA-2011-16856

lists.fedoraproject.org
text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Roderich Schupp Par-packer Module 0.63 All All All
Application Roderich Schupp Par-packer Module 0.64 All All All
Application Roderich Schupp Par-packer Module 0.65 All All All
Application Roderich Schupp Par-packer Module 0.66 All All All
Application Roderich Schupp Par-packer Module 0.67 All All All
Application Roderich Schupp Par-packer Module 0.68 All All All
Application Roderich Schupp Par-packer Module 0.69 All All All
Application Roderich Schupp Par-packer Module 0.70 All All All
Application Roderich Schupp Par-packer Module 0.71 All All All
Application Roderich Schupp Par-packer Module 0.72 All All All
Application Roderich Schupp Par-packer Module 0.73 All All All
Application Roderich Schupp Par-packer Module 0.74 All All All
Application Roderich Schupp Par-packer Module 0.75 All All All
Application Roderich Schupp Par-packer Module 0.76 All All All
Application Roderich Schupp Par-packer Module 0.77 All All All
Application Roderich Schupp Par-packer Module 0.78 All All All
Application Roderich Schupp Par-packer Module 0.79 All All All
Application Roderich Schupp Par-packer Module 0.80 All All All
Application Roderich Schupp Par-packer Module 0.81 All All All
Application Roderich Schupp Par-packer Module 0.82 All All All
Application Roderich Schupp Par-packer Module 0.83 All All All
Application Roderich Schupp Par-packer Module 0.85 All All All
Application Roderich Schupp Par-packer Module 0.86 All All All
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A pUUnUT Ivivuuie

Par-packer Module
Par-packer Module
Par-packer Module
Par-packer Module
Par-packer Module
Par-packer Module
Par-packer Module
Par-packer Module
Par-packer Module
Par-packer Module
Par-packer Module
Par-packer Module

Par-packer Module

dkukakakakakak.

cpe:2.3:a:roderich_schupp:par-packer_module:0.73:*:*:":*:*:

dkukakakakakak.

cpe:2.3:a:roderich_schupp:par-packer_module:0.74:*:*:*:**:

dkukakakakakak.

cpe:2.3:a:roderich_schupp:par-packer_module:0.75:*:*:*:**:*::

dkukakukkakuk.

cpe:2.3:a:roderich_schupp:par-packer_module:0.76:*:*:*:*:*:*:*:

dkkakkkakak.

cpe:2.3:a:roderich_schupp:par-packer_module:0.78:*:*:*:*:*:*:*:

dk Lk ak Lk kakak.

cpe:2.3:a:roderich_schupp:par-packer_module:0.79:*:*:*:**:*:*:

rne2 R:arrnderich echiinn'nar-nackar madiila:N QO ¥ -*-xekkkok.
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Sk Lk uk kR akak.

cpe:2.3:a:roderich_schupp:par-packer_module:0.81:*:*:*:**:*:*:

Lk Lk k Lk akakak.

cpe:2.3:a:roderich_schupp:par-packer_module:0.82:*:*:*:*:*:*:*:

Sk Lk k kR akak.

cpe:2.3:a:roderich_schupp:par-packer_module:0.83:*:*:*:*:*:*:*:

dkak ok k Lk akak.

cpe:2.3:a:roderich_schupp:par-packer_module:0.86:*:*:*:*:*:*:*:

Sk Lk ak kR akak.

cpe:2.3:a:roderich_schupp:par-packer_module:0.87:*:*:*:*:*:*:*:

Lk kR kR Rk,

cpe:2.3:a:roderich_schupp:par-packer_module:0.88:*:*:*:*:*:*:*:

Lk Rk kR akak.

cpe:2.3:a:roderich_schupp:par-packer_module:0.89:*:*:*:*:*:*:*:

Pk akak kR akak.

cpe:2.3:a:roderich_schupp:par-packer_module:0.91:*:*:**:*:*:*:

dkakakak ok akak.

cpe:2.3:a:roderich_schupp:par-packer_module:0.92:*:*:*:*:*:*:*:

sk ok akakakakak.

cpe:2.3:a:roderich_schupp:par-packer_module:0.93:*:*:*:*:*:*:*:

akLk kKK kK,

cpe:2.3:a:roderich_schupp:par-packer_module:0.957:*:*:*:*:*:*:*:

ARk kKKK k.

cpe:2.3:a:roderich_schupp:par-packer_module:0.958::*:*:*:*:*:*:

ARk kKKK k.

cpe:2.3:a:roderich_schupp:par-packer_module:0.973:*:*:*:*:*:*:*:

akLkLk kKKK,

cpe:2.3:a:roderich_schupp:par-packer_module:0.975::*: " "



AkLk kKK kK,

cpe:2.3:a:roderich_schupp:par-packer_module:0.976:*:*:*:*:*:*:*:

aKLakak kR kK,

cpe:2.3:a:roderich_schupp:par-packer_module:0.977:*:*:*:*:*:*:*:

aKLkak kR kK,

cpe:2.3:a:roderich_schupp:par-packer_module:0.978:*:*:*:*:*:*:*:

aKLakak kKKK,

cpe:2.3:a:roderich_schupp:par-packer_module:0.979:*:*:*:**:*:*:

Kk ak kR kK,

cpe:2.3:a:roderich_schupp:par-packer_module:0.981:*:*:*:**:*:*:

Kk kKR kK,

cpe:2.3:a:roderich_schupp:par-packer_module:0.982:*:*:*:**:*:*:

Kk koK kR ak,

cpe:2.3:a:roderich_schupp:par-packer_module:0.991:*:*:*:**:*:*:

Sk ok ak ok akakak,

cpe:2.3:a:roderich_schupp:par-packer_module:0.992_01:*:*:*:*:*:*:*:

sk ok ak ok akakak.

cpe:2.3:a:roderich_schupp:par-packer_module:0.992_03:*:*:*:*:*:*:*:

sk ok ak ok akakak.

cpe:2.3:a:roderich_schupp:par-packer_module:0.992_04:*:*:*:*:*:*:*:

ARk kKKK k.

cpe:2.3:a:roderich_schupp:par-packer_module:1.008:*:*:*:*:*:*:*:

akLk kKK kK,

cpe:2.3:a:roderich_schupp:par-packer_module:1.009:*:*:*:*:*:*:*:



Sk Lk k kR akak.

cpe:2.3:a:roderich_schupp:par-packer_module:0.67:*:*:*:**:*:*:

Sk Lk k Lk akakak.

cpe:2.3:a:roderich_schupp:par-packer_module:0.68:*:*:*:*:*:*:*:

Sk Rk kR akak.

cpe:2.3:a:roderich_schupp:par-packer_module:0.69:*:*:*:*:*:*:*:

dk Lk ak kR akak.

cpe:2.3:a:roderich_schupp:par-packer_module:0.70:*:*:*:*:*:*:*:

Sk Lk ak kR akak.

cpe:2.3:a:roderich_schupp:par-packer_module:0.72:*:*:*:**:*:*:

Sk kR kR akak.

cpe:2.3:a:roderich_schupp:par-packer_module:0.73:*:*:**:*:*:*:

Lk Lk ak kR akak.

cpe:2.3:a:roderich_schupp:par-packer_module:0.74:*:*:**:*:*:*:

Lk Rk kR akak.

cpe:2.3:a:roderich_schupp:par-packer_module:0.75:*:*:**:*:*:*:

dkakakak ok akak.

cpe:2.3:a:roderich_schupp:par-packer_module:0.77:*:*:":

dkakakakakakak.

cpe:2.3:a:roderich_schupp:par-packer_module:0.78:*:*:*:*:*:*:*:

dkkakukakakak.

cpe:2.3:a:roderich_schupp:par-packer_module:0.88:*:*:*:*:*:*:*:

dkakakkakakak.

cpe:2.3:a:roderich_schupp:par-packer_module:0.89:*:*:*:*:*:*:*:

dkukakukakakak.

cpe:2.3:a:roderich_schupp:par-packer_module:0.90:*:*:*:*:*:*:*:

dkukakukakakak.

cpe:2.3:a:roderich_schupp:par-packer_module:0.91 %"

akLkk kKKK,

cpe:2.3:a:roderich_schupp:par-packer_module:0.941 " " "



Kk kKK kK,

cpe:2.3:a:roderich_schupp:par-packer_module:0.951:*:*:*:*:*:*:*:

KKk oKk kK,

cpe:2.3:a:roderich_schupp:par-packer_module:0.952:*:*:*:*:*:*:*:

Kk kKR kK,

cpe:2.3:a:roderich_schupp:par-packer_module:0.956:*:*:*:**:*:*:

Kk ak kKKK,

cpe:2.3:a:roderich_schupp:par-packer_module:0.957:*:*:*:**:*:*:

Kk kKRR k.

cpe:2.3:a:roderich_schupp:par-packer_module:0.958:*:*:*:**:*:*:

Kk kKRR k.

cpe:2.3:a:roderich_schupp:par-packer_module:0.959:**:*:**:*:*:

akLk kKK kK,

cpe:2.3:a:roderich_schupp:par-packer_module:0.991:*:*:*:*:*:*:*:

skakakakak k.

cpe:2.3:a:roderich_schupp:par-packer_module:0.992_01:*:*:*:**:*:*:

Skakakakkakak.

cpe:2.3:a:roderich_schupp:par-packer_module:0.992_02:*:*:*:*:*:*:*:

Skk ok k Lk akak.

cpe:2.3:a:roderich_schupp:par-packer_module:0.992_03:*:*:*:*:*:*:*:

skuk ok k ok akak.

cpe:2.3:a:roderich_schupp:par-packer_module:0.992_05:*:*:*:*:*:*:*:

Skk ok ak ok akak.

cpe:2.3:a:roderich_schupp:par-packer_module:0.992_06:*:*:*:*:*:*:*:



cpe:2.3:a:roderich_schupp:par-packer_module:1.000:*:*:*:*:*:*:*:

cpe:2.3:a:roderich_schupp:par-packer_module:1.001:*:*:*:*:*:*:*:

cpe:2.3:a:roderich_schupp:par-packer_module:1.002:*:*:*:*:*:*:*:

cpe:2.3:a:roderich_schupp:par-packer_module:1.003:*:*:*:*:*:*:*:

cpe:2.3:a:roderich_schupp:par-packer_module:1.004:*:*:*:*:*:*:*:

cpe:2.3:a:roderich_schupp:par-packer_module:1.005:*:*:*:**:*:*:

cpe:2.3:a:roderich_schupp:par-packer_module:1.006:*:*:*:**:*:*:

No vendor comments have been submitted for this CVE
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