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CVE-2011-4118

MITRE NVD CVE.ORG Print: PDF %5

CVE-2011-4118

PUBLIC

secalert@redhat.com

CVE Program / NVD first with legacy fallback
2011-11-15 03:57:00 UTC

2011-11-15 05:00:00 UTC

Mahara before 1.4.1, when MNet (aka the Moodle network feature) is used, allows remote authenticated users to gain privil

| 1|

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
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Application

Application

Vendor Product Version Update Edition Language
Mahara Mahara 0.9.0 All All All
Mahara Mahara 0.9.1 All All All
Mahara Mahara 0.9.2 All All All
Mahara Mahara 1.0.0 All All All
Mahara Mahara 1.0.1 All All All
Mahara Mahara 1.0.10 All All All
Mahara Mahara 1.0.11 All All All
Mahara Mahara 1.0.12 All All All
Mahara Mahara 1.0.13 All All All
Mahara Mahara 1.0.14 All All All
Mahara Mahara 1.0.15 All All All
Mahara Mahara 1.0.2 All All All
Mahara Mahara 1.0.3 All All All
Mahara Mahara 1.0.4 All All All
Mahara Mahara 1.0.5 All All All
Mahara Mahara 1.0.6 All All All
Mahara Mahara 1.0.7 All All All
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Application Mahara Mahara 1.25 All All All

Application Mahara Mahara 1.2.6 All All All

Application Mahara Mahara 1.3.0 All All All

Application Mahara Mahara 1.3.0 betai All All

Application Mahara Mahara 1.3.0 beta2 All All

Application Mahara Mahara 1.3.0 beta3 All All

Application Mahara Mahara 1.3.0 beta4 All All

Application Mahara Mahara 1.3.0 rcl All All

Application Mahara Mahara 1.3.1 All All All

Application Mahara Mahara 1.3.2 All All All

Application Mahara Mahara 1.3.3 All All All

Application Mahara Mahara 1.3.4 All All All

Application Mahara Mahara 1.3.5 All All All

Application Mahara Mahara 1.3.6 All All All

Application Mahara Mahara 1.3.7 All All All

Application Mahara Mahara 1.4 rcl All All

Application Mahara Mahara 1.4 rc2 All All

Application Mahara Mahara 1.4 rc3 All All

Application Mahara Mahara 1.4 rc4 All All

Application Mahara Mahara All All All All

Reference Source Link

Security Advisory SA46719 - Mahara Multiple Vulnerabilities - Secunia SECUNIA  secunia.com
oss-security - Re: CVE request: Mahara MLIST openwall.com
Bug #884223 “Administrators masquerading as other users can jump...” : Bugs : Mahara CONFIRM  bugs.launchpad.
oss-security - CVE request: Mahara MLIST openwall.com

Security Announcements - Privilege Escalation (MNet) in Mahara 1.4.0 and 1.3.6 - Mahara ePortfolio System CONFIRM mahara.org

Debian -- Security Information -- DSA-2334-1 mahara DEBIAN www.debian.org
404 Not Found CONFIRM  security.debian.c
1.4.1 : Mahara CONFIRM launchpad.net
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov

g ‘ ‘

No vendor comments have been submitted for this CVE.
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http://mahara.org/interaction/forum/topic.php?id=4138
http://www.debian.org/security/2011/dsa-2334
http://security.debian.org/debian-security/pool/updates/main/m/mahara/mahara_1.2.6-2+squeeze3.debian.tar.gz
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There are currently no legacy QID mappings associated with this CVE.
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