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AVNACMAUNCNINAP Certain versions of Gnutls from Gnu contain the following vulnerability:

Buffer overflow in the gnutls_session_get_data function in
lib/gnutls_session.c in GnuTLS 2.12.x before 2.12.14 and 3.x before
3.0.7, when used on a client that performs nonstandard session
resumption, allows remote TLS servers to cause a denial of service
(application crash) via a large SessionTicket.

CVE-2011-4128 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: 4.3-MEDIUM

Access Access Authentication
Vector Complexity

[ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

Red Hat Customer Portal web.archive.org & REDHAT RHSA-2012:0531

article.gmane.org | 522: article.gmane.org &S MLIST [gnutls-devel] 20111108 Possible buffer overflow on
Connection timed out gnutls_session_get_data

oss-security - CVE request: openwall.com ¢ > MLIST [oss-security] 20111108 CVE request: gnutls possible DoS
gnutls possible DoS (GNUTLS- (GNUTLS-SA-2011-2)

SA-2011-2)

USN-1418-1: GnuTLS
vulnerabilities | Ubuntu

® UBUNTU USN-1418-1

Red Hat Customer Portal web.archive.org & REDHAT RHSA-2012:0429

<
i


https://cve.report/
https://cve.report/CVE-2011-4128/mitre
https://cve.report/CVE-2011-4128/nist
https://cve.report/CVE-2011-4128/cve_org
https://cve.report/CVE-2011-4128.pdf
http://cve.report/software/gnu/gnutls
http://cve.report/vendor/gnu
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://web.archive.org/web/2011/http://rhn.redhat.com/errata/RHSA-2012-0531.html
http://article.gmane.org/gmane.comp.encryption.gpg.gnutls.devel/5596
http://openwall.com/lists/oss-security/2011/11/09/2
http://www.ubuntu.com/usn/USN-1418-1
https://web.archive.org/web/2011/http://rhn.redhat.com/errata/RHSA-2012-0429.html

oss-security - Re: CVE request:
gnutls possible DoS (GNUTLS-
SA-2011-2)

www.mandriva.com

Bug 752308 — CVE-2011-4128
gnutls: buffer overflow in
gnutls_session_get_data()
(GNUTLS-SA-2011-2)

GnuTLS - GNU Project - Free
Software Foundation

Savannah Git Hosting -
gnutls.git/commitdiff

Red Hat Customer Portal

Security Alerts - Secunia

Savannah Git Hosting -
gnutls.git/‘commitdiff

Security Advisory SA48712 -
Ubuntu update for gnutls26 -
Secunia

[SECURITY] Fedora 15
Update: gnutls-2.10.5-3.fc15

Inactive Link™ Not Archived

openwall.com
text/html

www.mandriva.com
text/html

bugzilla.redhat.com
text/html

text/htm

git.savannah.gnu.org

text/xml

web.archive.org
text/htm
Inactive Link™ Not Archived

web.archive.org
text/html

git.savannah.gnu.org
text/xml

web.archive.org
text/html

lists.fedoraproject.org
text/htm

¢ > MLIST [oss-security] 20111109 Re: CVE request: gnutls possible DoS
(GNUTLS-SA-2011-2)

& MANDRIVA MDVSA-2012:045

23 CONFIRM bugzilla.redhat.com/show_bug.cgi?id=752308

% CONFIRM www.gnu.org/software/gnutls/security.html
23 CONFIRM git.savannah.gnu.org/gitweb/?
p=gnutls.git;a=commitdiff;h=190cef6eed37d0e73a73c1e205eb31d45ab60a3c

& REDHAT RHSA-2012:0488

Y SECUNIA 48596
23 CONFIRM git.savannah.gnu.org/gitweb/?
p=gnutls.git;a=commitdiff;h=e82ef4545e9e98cbcb032f55d7¢c750b81e3a0450

) SECUNIA 48712

FEDORA FEDORA-2012-4569

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE
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dk Rk Lk akakak.

cpe:2.3:a:gnu:gnutls:2.12.0:

cpe:2.3:a:gnu:gnutls:2.12.1

aKakak kR kK,

cpe:2.3:a:gnu:gnutls:2.12.10: e

cpe:2.3:a:gnu:gnutls:2.12.2:

LRk ak kR akak.

cpe:2.3:a:gnu:gnutls:2.12.3:*:
cpe:2.3:a:gnu:gnutls:2.12.4:*:
cpe:2.3:a:gnu:gnutls:2.12.5:****
cpe:2.3:a:gnu:gnutls:2.12.6:%: %"
cpe:2.3:a:gnu:gnutls:2.12.6.1: " "
cpe:2.3:a:gnu:gnutls:2.12.7:* "
cpe:2.3:a:gnu:gnutls:2.12.8:*:%:": %
cpe:2.3:a:gnu:gnutls:2.12.9:%: "%
cpe:2.3:a:gnu:gnutls:3.0.0: "
cpe:2.3:a:gnu:gnutls:3.0.1: =
cpe:2.3:a:gnu:gnutls:3.0.2: "
cpe:2.3:a:gnu:gnutls:3.0.3:
cpe:2.3:a:gnu:gnutls:3.0.4: 7
cpe:2.3:a:gnu:gnutls:3.0.5:
cpe:2.3:a:gnu:gnutls:3.0.6:*: "
cpe:2.3:a:gnu:gnutls:2.12.0:* %
cpe:2.3:a:gnu:gnutls:2.12.1 %%

ARk kKK kK,

cpe:2.3:a:gnu:gnutls:2.12.10: "

akLk kKK kK,

cpe:2.3:a:gnu:gnutls:2.12.12:%:% %

AKakLk kKKK,

cpe:2.3:a:gnu:gnutls:2.12.13: %%



cpe:2.3:a:gnu:gnutls:2.12.2:

cpe:2.3:a:gnu:gnutls:2.12.3:

cpe:2.3:a:gnu:gnutls:2.12.4:

cpe:2.3:a:gnu:gnutls:2.12.5:

cpe:2.3:a:gnu:gnutls:2.12.6:%

cpe:2.3:a:gnu:gnutls:2.12.6.1: e

cpe:2.3:a:gnu:gnutls:2.12. 7%

cpe:2.3:a:gnu:gnutls:2.12.8:

cpe:2.3:a:gnu:gnutls:2.12.9:

cpe:2.3:a:gnu:gnutls:3.0.0: %

cpe:2.3:a:gnu:gnutls:3.0.1:

cpe:2.3:a:gnu:gnutls:3.0.2: %"k

cpe:2.3:a:gnu:gnutls:3.0.3:

cpe:2.3:a:gnu:gnutls:3.0.4:

cpe:2.3:a:gnu:gnutls:3.0.5:

cpe:2.3:a:gnu:gnutls:3.0.6:*: "

No vendor comments have been submitted for this CVE
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