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Summary

CVE CVE-2011-4136

State PUBLISHED

Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-10-19 10:55:03 UTC

Updated 2026-04-29 01:13:23 UTC

Description django.contrib.sessions in Django before 1.2.7 and 1.3.x before 1.3.1, when session data is stored in the cache, uses the root namespace for both session identifiers and application-data keys, which allows remote attackers to modify a session by triggering use of a key that is equal to that session's identifier.

Risk And Classification

Primary CVSS: v2.0 5.8 from nvd@nist.gov

AV:N/AC:M/Au:N/C:N/I:P/A:P

Problem Types: CWE-20 | n/a

CVSS v2.0 Breakdown

AV:N/AC:M/Au:N/C:N/I:P/A:P

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Djangoproject Django 0.91 All All All

Application Djangoproject Django 0.95 All All All

Access Vector

Network

Access Complexity

Medium

Authentication

None

Confidentiality

None

Integrity

Partial

Availability

Partial
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Application Djangoproject Django 0.95 All All All

Application Djangoproject Django 0.95.1 All All All

Application Djangoproject Django 0.96 All All All

Application Djangoproject Django 1.0 All All All

Application Djangoproject Django 1.0.1 All All All

Application Djangoproject Django 1.0.2 All All All

Application Djangoproject Django 1.1 All All All

Application Djangoproject Django 1.1.0 All All All

Application Djangoproject Django 1.1.2 All All All

Application Djangoproject Django 1.1.3 All All All

Application Djangoproject Django 1.2 All All All

Application Djangoproject Django 1.2.1 All All All

Application Djangoproject Django 1.2.1 2 All All

Application Djangoproject Django 1.2.2 All All All

Application Djangoproject Django 1.2.3 All All All

Application Djangoproject Django 1.2.4 All All All

Application Djangoproject Django 1.2.5 All All All

Application Djangoproject Django 1.3 All All All

Application Djangoproject Django 1.3 alpha1 All All

Application Djangoproject Django 1.3 alpha2 All All

Application Djangoproject Django All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference

September 9 | Weblog | Django

Bug 737366 – CVE-2011-4136 CVE-2011-4137 CVE-2011-4138 CVE-2011-4139 CVE-2011-4140 Django: v1.3.1, v1.2.7 multiple security flaws

Security Advisory SA46614 - Debian update for python-django - Secunia

oss-security - CVE Request -- Django: v1.3.1, v1.2.7 multiple security flaws

hermes.opensuse.org/messages/14700881

Django | Weblog | Django 1.2.7 released

Debian -- Security Information -- DSA-2332-1 python-django

oss-security - Re: CVE Request -- Django: v1.3.1, v1.2.7 multiple security flaws
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NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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