CVE-2011-4157

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2011-4157
State PUBLIC
Assigner hp-security-alert@hp.com

Source Priority CVE Program / NVD first with legacy fallback
Published 2011-11-16 16:55:00 UTC
Updated 2017-08-29 01:30:00 UTC

Description Stack-based buffer overflow in hydra.exe in HP SAN/iQ before 9.5 on the HP StorageWorks P4000 Virtual SAN Appliance ¢
i

/ |

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Hp Centralized Management Console Software 7.0.01 sp1 All All
Application Hp Centralized Management Console Software 8.0 All All All
Application Hp Centralized Management Console Software 8.1 All All All
Application Hp Centralized Management Console Software 8.5 All All All
Application Hp Centralized Management Console Software 7.0.01 sp1 All All
Application Hp Centralized Management Console Software 8.0 All All All
Application Hp Centralized Management Console Software 8.1 All All All
Application Hp Centralized Management Console Software 8.5 All All All
Application Hp Centralized Management Console Software All All All All
Application Hp San/iq 8.0 All All All
Application Hp San/iq 8.1 All All All
Application Hp San/iq 8.5 All All All
Application Hp San/iq All All All All
Application Hp San/iq 8.0 All All All
Application Hp San/iq 8.1 All All All
Application Hp San/iq 8.5 All All All
Application Hp San/iq 8.0 All All All
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Application Hp San/iq 8.1 All All All

Application Hp San/iq 8.5 All All All

Application Hp San/ig All All All All

Hardware Hp Storageworks P4000 Virtual San Appliance All All All All

Hardware Hp Storageworks P4000 Virtual San Appliance All All All All

Reference Source Link

SSRT100279 HP h20000.www2.hp.com
Hewlett-Packard Virtual SAN Appliance 'hydra.exe' Remote Buffer Overflow Vulnerability BID www.securityfocus.com
IBM X-Force Exchange XF exchange.xforce.ibmclc
Zero Day Initiative MISC www.zerodayinitiative.c
RETIRED: HP StorageWorks P4000 Virtual SAN Appliance Remote Command Execution Vulnerability BID www.securityfocus.com
CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

‘

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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