CVE

State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2011-4186

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2011-4186

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
2012-02-21 13:31:00 UTC

2012-02-22 05:00:00 UTC

Heap-based buffer overflow in nipplib.dil in Novell iPrint Client before 5.78 on Windows allows remote attackers to execute

| 1|

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Microsoft Windows All All All All
Microsoft Windows All All All All
Novell Iprint 4.26 All All All
Novell Iprint 4.27 All All All
Novell Iprint 4.28 All All All
Novell Iprint 4.30 All All All
Novell Iprint 4.32 All All All
Novell Iprint 4.34 All All All
Novell Iprint 4.36 All All All
Novell Iprint 4.38 All All All
Novell Iprint 5.04 All All All
Novell Iprint 5.12 All All All
Novell Iprint 5.20b All All All
Novell Iprint 5.30 All All All
Novell Iprint 5.32 All All All
Novell Iprint 5.40 All All All
Novell Iprint 5.42 All All All
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www.novell.com/support/viewtontent.do
Support | History of iPrint Client fixes (version 5.40 thru 5.82)
CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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