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Summary

CVE CVE-2011-4195

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-04-16 18:37:00 UTC

Updated 2014-04-17 14:20:00 UTC

Description kiwi before 4.98.05, as used in SUSE Studio Onsite 1.2 before 1.2.1 and SUSE Studio Extension for System z 1.2 before 1.2.1, allows attackers to execute arbitrary commands via shell metacharacters in an image name.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Suse Kiwi All All All All

Application Suse Studio Extension For System Z 1.2 All All All

Application Suse Studio Extension For System Z 1.2 All All All

Application Suse Studio Onsite 1.2 All All All

Application Suse Studio Onsite 1.2 All All All

References

Reference Source Link Tags

[security-announce] SUSE-SU-2011:1324-1: critical: Security update for S SUSE lists.opensuse.org Vendor Advisory

- fixed quoting of parameters in config.isoclient · OSInside/kiwi-legacy@88bf491 · GitHub CONFIRM github.com Exploit, Patch

oss-security - kiwi shell meta char injection MLIST www.openwall.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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