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Summary

CVE CVE-2011-4266

State PUBLISHED

Assigner jpcert

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-12-13 11:55:06 UTC

Updated 2026-04-29 01:13:23 UTC

Description Untrusted search path vulnerability in FFFTP before 1.98d allows local users to gain privileges via a Trojan horse executable file in a directory that is accessed for reading an extensionless file, as demonstrated by executing the README.exe file when a user attempts to access the README file, a different vulnerability than CVE-2011-3991.

Risk And Classification

Primary CVSS: v2.0 9.3 from nvd@nist.gov

AV:N/AC:M/Au:N/C:C/I:C/A:C

Problem Types: NVD-CWE-Other | n/a

CVSS v2.0 Breakdown

AV:N/AC:M/Au:N/C:C/I:C/A:C

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ffftp Ffftp 1.79a All All All

Application Ffftp Ffftp 1.80 All All All

Access Vector

Network

Access Complexity

Medium

Authentication

None

Confidentiality

Complete

Integrity

Complete

Availability

Complete
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Application Ffftp Ffftp 1.80 All All All

Application Ffftp Ffftp 1.81 All All All

Application Ffftp Ffftp 1.82 All All All

Application Ffftp Ffftp 1.83 All All All

Application Ffftp Ffftp 1.84 All All All

Application Ffftp Ffftp 1.85 All All All

Application Ffftp Ffftp 1.86 All All All

Application Ffftp Ffftp 1.86a All All All

Application Ffftp Ffftp 1.87 All All All

Application Ffftp Ffftp 1.87a All All All

Application Ffftp Ffftp 1.88 All All All

Application Ffftp Ffftp 1.88a All All All

Application Ffftp Ffftp 1.88b All All All

Application Ffftp Ffftp 1.89 All All All

Application Ffftp Ffftp 1.89a All All All

Application Ffftp Ffftp 1.89b All All All

Application Ffftp Ffftp 1.90 All All All

Application Ffftp Ffftp 1.91 All All All

Application Ffftp Ffftp 1.92 All All All

Application Ffftp Ffftp 1.92a All All All

Application Ffftp Ffftp 1.92b All All All

Application Ffftp Ffftp 1.92c All All All

Application Ffftp Ffftp 1.93 All All All

Application Ffftp Ffftp 1.94 All All All

Application Ffftp Ffftp 1.94a All All All

Application Ffftp Ffftp 1.95 All All All

Application Ffftp Ffftp 1.96 All All All

Application Ffftp Ffftp 1.96a All All All

Application Ffftp Ffftp 1.96b All All All

Application Ffftp Ffftp 1.96c All All All

Application Ffftp Ffftp 1.96d All All All

Application Ffftp Ffftp 1.97 All All All

Application Ffftp Ffftp 1.97a All All All

Application Ffftp Ffftp 1.97b All All All

Application Ffftp Ffftp 1.98 All All All

Application Ffftp Ffftp 1.98 a All All
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Application Ffftp Ffftp 1.98 a All All

Application Ffftp Ffftp 1.98 b All All

Application Ffftp Ffftp All c All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference Source Link

FFFTPに関するセキュリティ/脆弱性関連情報 - FFFTP Wiki - SourceForge.JP af854a3a-2127-422b-91ae-364da2661108 sourceforge.jp

jvndb.jvn.jp/jvndb/JVNDB-2011-000104 af854a3a-2127-422b-91ae-364da2661108 jvndb.jvn.jp

JVN#94002296: FFFTP may insecurely load executable files af854a3a-2127-422b-91ae-364da2661108 jvn.jp

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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