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CVE-2011-4305

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVN/AC:LIAUSIC:NINIAP Certain versions of Moodle from Moodle contain the foIIowing
’ vulnerability:

message/refresh.php in Moodle 1.9.x before 1.9.14 allows remote
authenticated users to cause a denial of service (infinite request loop)
via a URL that specifies a zero wait time for message refreshing.

CVE-2011-4305 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: ~4-MEDIUM

Access Access Authentication
Vector Complexity

Low

Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

Official Moodle git projects 33 MISC git.moodle.org/gw?

- moodle.git/commit p=moodle.git%3Ba=commit%3Bh=97{258fabb3ebfa7acc7c02cb59de92b01710f99
Moodle.org: MSA-11-0036: [ @ CONFIRM moodle.org/mod/forum/discuss.php?d=188318

Messaging refresh

vulnerability

747444 — (CVE-2011- m () CONFIRM bugzilla.redhat.com/show_bug.cgi?id=747444
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2011-4307, CVE-2011-
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https://cve.report/
https://cve.report/CVE-2011-4305/mitre
https://cve.report/CVE-2011-4305/nist
https://cve.report/CVE-2011-4305/cve_org
https://cve.report/CVE-2011-4305.pdf
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://web.archive.org/web/2011/http://git.moodle.org/gw?p=moodle.git%253Ba=commit%253Bh=97f258fabb3ebfa7acc7c02cb59de92b01710f99
http://moodle.org/mod/forum/discuss.php?d=188318
https://bugzilla.redhat.com/show_bug.cgi?id=747444

“40V0, UVLE-cVU I 1-40VJ)
moodle: Multiple security
fixes in 2.1.2, 2.0.5, and
1.9.14

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Moodle Moodle 1.9.1 All All All
Application Moodle Moodle 1.9.10 All All All
Application Moodle Moodle 1.9.11 All All All
Application Moodle Moodle 1.9.12 All All All
Application Moodle Moodle 1.9.13 All All All
Application Moodle Moodle 1.9.2 All All All
Application Moodle Moodle 1.9.3 All All All
Application Moodle Moodle 1.9.4 All All All
Application Moodle Moodle 1.9.5 All All All
Application Moodle Moodle 1.9.6 All All All
Application Moodle Moodle 1.9.7 All All All
Application Moodle Moodle 1.9.8 All All All
Application Moodle Moodle 1.9.9 All All All
Application Moodle Moodle 1.9.1 All All All
Application Moodle Moodle 1.9.10 All All All
Application Moodle Moodle 1.9.11 All All All
Application Moodle Moodle 1.9.12 All All All
Application Moodle Moodle 1.9.13 All All All
Application Moodle Moodle 1.9.2 All All All
Application Moodle Moodle 1.9.3 All All All
Application Moodle Moodle 1.9.4 All All All
Application Moodle Moodle 1.9.5 All All All
Application Moodle Moodle 1.9.6 All All All
Application Moodle Moodle 1.9.7 All All All

Application Moodle Moodle 1.9.8 All All All
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Application Vioodle Vioodie 1.9.9 All All All

cpe:2.3:a:moodle:moodle:1.9.1:**

Kk ok ok kKK,

cpe:2.3:a:moodle:moodle:1.9.11

Kk kK kKK,

cpe:2.3:a:moodle:moodle:1.9.12:*

cpe:2.3:a:moodle:moodle:1.9.2:***:***:*:

cpe:2.3:a:moodle:moodle:1.9.3:

cpe:2.3:a:moodle:moodle:1.9.4: %

cpe:2.3:a:moodle:moodle:1.9.5:***:*

cpe:2.3:a:moodle:moodle:1.9.6:***:**:*:*:

cpe:2.3:a:xmoodle:moodle:1.9.7:* %"

cpe:2.3:a:moodle:moodle:1.9.8: %"

cpe:2.3:a:moodle:moodle:1.9.9: %"

cpe:2.3:a:xmoodle:moodle:1.9.1: %

cpe:2.3:a:moodle:moodle:1.9.2:* % "

cpe:2.3:a:moodle:moodle:1.9.3: "

cpe:2.3:a:moodle:moodle:1.9.4:* %

cpe:2.3:a:moodle:moodle:1.9.5:% %

cpe:2.3:a:moodle:moodle:1.9.6:%:*:

cpe:2.3:a:moodle:moodle:1.9.7:*

cpe:2.3:a:moodle:moodle:1.9.8:*:

cpe:2.3:a:moodle:moodle:1.9.9:*

No vendor comments have been submitted for this CVE
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report


https://cve.report/CVE-2011-4304
https://cve.report/CVE-2011-4306
https://cve.report/
https://twitter.com/CVEreport
https://nitter.domain.glass/CVEreport/with_replies
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2011-4305
	CVSS2 Score: 4 - MEDIUM
	CVE References
	Known Affected Configurations (CPE V2.3)


