CVE

State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2011-4313

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2011-4313

PUBLIC

secalert@redhat.com

CVE Program / NVD first with legacy fallback
2011-11-29 17:55:00 UTC

2018-01-06 02:29:00 UTC

query.c in ISC BIND 9.0.x through 9.6.x, 9.4-ESV through 9.4-ESV-R5, 9.6-ESV through 9.6-ESV-R5, 9.7.0 through 9.7.4, ¢
|

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type
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Application
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Application
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Application
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Application
Application

Application

Application

Vendor Product Version Update Edition Language
Isc Bind 9.0 All All All
Isc Bind 9.0.0 rci All All
Isc Bind 9.0.0 rc2 All All
Isc Bind 9.0.0 rc3 All All
Isc Bind 9.0.0 rc4 All All
Isc Bind 9.0.0 rc All All
Isc Bind 9.0.0 rcé All All
Isc Bind 9.0.1 All All All
Isc Bind 9.0.1 rci All All
Isc Bind 9.0.1 rc2 All All
Isc Bind 9.1 All All All
Isc Bind 9.1.0 rci All All
Isc Bind 9.1.1 All All All
Isc Bind 9.1.1 rci All All
Isc Bind 9.1.1 rc2 All All
Isc Bind 9.1.1 rc3 All All
Isc Bind 9.1.1 rcd All All
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Application Isc Bind 9.9.0 a3 All All

Application Isc Bind 9.9.0 b1 All All

Reference Source Link
Support REDHAT WWW
CVE-2011-4313 Denial of Service Vulnerability in BIND Domain Name Server (Sun Product Security Blog) CONFIRM blog:
"[security bulletin] HPSBUX02729 SSRT100687 rev.1 - HP-UX Running BIND, Remote Denial of Service (DoS' - MARC HP marc
APPLE-SA-2012-09-19-2 OS X Mountain Lion v10.8.2, OS X Lion v10.7.5 and Security Update 2012-004 APPLE lists.
BIND 9 Resolver crashes after logging an error in query.c | Internet Systems Consortium CONFIRM WWW
FreeBSD-SA-11:06 FREEBSD  secu
About the security content of OS X Mountain Lion v10.8.2, OS X Lion v10.7.5 and Security Update 2012-004 CONFIRM supf
Security Alerts - Secunia SECUNIA secu
Support REDHAT WWW
IBM IV11248: CVE-2011-4313 BIND SECURITY VULNERABILITY APPLIES TO AIX 7100-01 - United States AIXAPAR WWW
[security-announce] SUSE-SU-2011:1270-1: important: Security update for SUSE lists.
Security Alerts - Secunia SECUNIA secu
[security-announce] SUSE-SU-2011:1268-1: important: Security update for SUSE lists.
"[security bulletin] HPSBOV02774 SSRT100684 rev.1 - HP TCP/IP Services for OpenVMS, BIND 9 Resolver,' - MARC HP marc
ISC BIND Invalid Record Caching Flaw Lets Remote Users Deny Service - Security Tracker SECTRACK www
USN-1264-1: Bind vulnerability | Ubuntu UBUNTU WWW
Support / Security / Advisories / / MDVSA-2011:176 | Mandriva MANDRIVA  www
ISC BIND Recursive Query Processing Denial of Service Vulnerability - Secunia.com SECUNIA secu
[SECURITY] Fedora 14 Update: bind-9.7.4-2.P1.fc14 FEDORA lists.
[SECURITY] Fedora 15 Update: bind-9.8.1-3.P1.fc15 FEDORA lists.
[security-announce] openSUSE-SU-2011:1272-1: important: bind SUSE lists.
Security Alerts - Secunia SECUNIA secu
ISC BIND 9 Recursive Queries Remote Denial of Service Vulnerability BID WWW
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There are currently no legacy QID mappings associated with this CVE.
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