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AVNACUAUNCAPAN Certain versions of Joomla! from Joomla contain the following
’ vulnerability:

The password reset functionality in Joomla! 1.5.x through 1.5.24 uses
weak random numbers, which makes it easier for remote attackers to
change the passwords of arbitrary users via unspecified vectors.

CVE-2011-4321 has been assigned by && secalert@redhat.com to track the vulnerability

CVSS2 Score: ~5-MEDIUM

Access Access Authentication
Vector Complexity

Low [NONE_
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

Joomla! Developer Network - [20111103] - Core - CONFIRM developer.joomla.org/security/news/9-

Password Change security/10-core-security/375-20111103-core-password-
change

oss-security - Re: CVE request: joomla 1.5 before { > MLIST [oss-security] 20111120 Re: CVE request: joomla

1.5.25 password change vulnerability 1.5 before 1.5.25 password change vulnerability

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE
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Application Joomla Joomla!

cpe:2.3:a;joomla:joomlal:1.5.0:*: "

cpe:2.3:a;joomla:joomlal:1.5.1 %

dk Rk Lk akakak.

cpe:2.3:a;joomla;joomlal:1.5.10: " ™

dkkakk .k akak.

cpe:2.3:a;joomla;joomlal:1.5.11: " ™

dk Lk akkakakak.

cpe:2.3:a;joomla;joomlal:1.5.12:% %% *:*:

Sk Lk k kR kak.

cpe:2.3:a;joomla;joomlal:1.5.14 %% ™

dk Lk k Lk akakak.

cpe:2.3:a;joomla;joomlal:1.5.15: %%

dkk ok kkuk.

cpe:2.3:a;joomla:;joomlal:1.5.15:rc:*: "

dk Lk k kR akak.

cpe:2.3:a;joomla;joomlal:1.5.16:*:****:*:*:

SRk kR Lk akak.

cpe:2.3:a:;joomla;joomlal:1.5.18:
cpe:2.3:a;joomlazjoomlal:1.5.19:
cpe:2.3:a;joomlazjoomlal:1.5.2: ™

Lk Lk ak kR akak.

cpe:2.3:a:;joomlajoomlal:1.5.20:*

sk Rk kR akak.

cpe:2.3:a;joomlajoomlal:1.5.24 %% **::

cpe:2.3:a;joomla;joomlal:1.5.3:"** "%

rna? Vainamlainamlal-1 R A-x-xxkkkk.,
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cpe:2.3:a;joomla;joomlal:1.5.5:" "%

cpe:2.3:a;joomla;joomlal:1.5.6:":*: """

cpe:2.3:a;joomla;joomlal:1.5.7:" " ™

cpe:2.3:a:;joomla;joomlal:1.5.8:":* " ™

cpe:2.3:a:;joomla;joomlal:1.5.9:" "

cpe:2.3:a;joomla;joomla\l:1.5.0:%:":*

cpe:2.3:a;joomla;joomla\l:1.5. 1 %

ARk LKLk LKLk LK,

cpe:2.3:a;joomlajoomla\l:1.5.10: "

ARk Lk kKKK,

cpe:2.3:a;joomla;joomla\l:1.5.12:%:*:** %"

ARk kKK LKLk,

cpe:2.3:a;joomla;joomla\l:1.5.13:* "™

Ak kKK kLK Lk,

cpe:2.3:a;joomlajoomla\l:1.5. 14 %>

Ak kKK kLK Lk,

cpe:2.3:a;joomla;joomla\l:1.5.15:* %%

ARk kKK LKLk,

cpe:2.3:a;joomla;joomla\l:1.5.16:*:*:*:**:*:*:

Ak kKK kKK,

cpe:2.3:a;joomla:joomla\l:1.5.17: % %%

Kk ok Kk ok Lk,

cpe:2.3:a;joomla:joomla\l:1.5.18:*:*:*:**:*:*:

R R I

cpe:2.3:a:;joomla;joomla\l:1.5.19:*
cpe:2.3:a:;joomla;joomla\l:1.5.2: % ™

cpe:2.3:a:;joomla;joomla\l:1.5.20:****

Kk ok kKKK,

cpe:2.3:a:;joomlazjoomla\l:1.5.21

Kk ok ok kKK,

cpe:2.3:a:;joomla;joomla\l:1.5.22:******:*:

Kk ok kKKK,

cpe:2.3:a;joomla;joomla\l:1.5.23:*:*****:*:

cpe:2.3:a;joomla;joomla\l:1.5.3:***: %

cpe:2.3:a;joomlazjoomla\l:1.5.4:* "

cpe:2.3:a;joomlajoomla\l:1.5.5:%:% %"

cpe:2.3:a;joomlajoomla\l:1.5.6:%:*:* %"



cpe:2.3:a;joomlajoomla\l:1.5. 7% %
cpe:2.3:a;joomla;joomla\l:1.5.8:%:":*:*:*:*:™:
cpe:2.3:a;joomla;joomla\l:1.5.9:%:*:* %
cpe:2.3:a;joomla;joomla\l:1.5.0:%:":*:*
cpe:2.3:a;joomla;joomla\l:1.5.1: % ™

cpe:2.3:a;joomlajoomla\l:1.5.10: % *:*:

ARk LKLk LKLk LK,

cpe:2.3:a;joomla;joomla\l:1.5.11: >

ARk kKK LKLk,

cpe:2.3:a;joomla;joomla\l:1.5.15:% %™

kKK kKK,

cpe:2.3:a;joomla:joomla\l:1.5.15:rc:*: "

ARk kKK LKLk,

cpe:2.3:a:;joomla;joomla\l:1.5.16:* " "

Ak kKK kLK Lk,

cpe:2.3:a;joomla;joomla\l:1.5.17:%:** "%

Ak kKK kKK,

cpe:2.3:a;joomla;joomla\l:1.5.19:*:*****:*:

cpe:2.3:a;joomla;joomla\l:1.5.2:%:*:*

Kk ok kKKK,

cpe:2.3:a:;joomla;joomla\l:1.5.20:*** "

KKk kK kLK,

cpe:2.3:a:;joomla;joomla\l:1.5.21

Kk ok kKKK,

cpe:2.3:a:;joomla;joomla\l:1.5.23:* "
cpe:2.3:a;joomla;joomla\l:1.5.24 % *
cpe:2.3:a;joomla;joomla\l:1.5.3:* "%
cpe:2.3:a;joomla;joomla\l:1.5.4: %
cpe:2.3:a;joomlazjoomla\l:1.5.5: ** %
cpe:2.3:a;joomla;joomla\l:1.5.6:******:*:

cpe:2.3:a;joomlajoomla\l:1.5.7:%: " %

cpe:2.3:a;joomlajoomla\l:1.5.8:*:":* %"



cpe:2.3:a;joomla;joomia\l:1.5.9:™:":m "

No vendor comments have been submitted for this CVE
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