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AVLIACUAUNCPIINAN Certain versions of Openssh from Openbsd contain the following
’ vulnerability:

ssh-keysign.c in ssh-keysign in OpenSSH before 5.8p2 on certain
platforms executes ssh-rand-helper with unintended open file
descriptors, which allows local users to obtain sensitive key information
via the ptrace system call.

CVE-2011-4327 has been assigned by && secalert@redhat.com to track the vulnerability

CVSS2 Score: 21-LOW

Access Access Authentication
Vector Complexity

Low [NONE_
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

Bug 755640 — CVE-2011-4327 openssh: Unauthorized local access to host 2) CONFIRM

keys on platforms where ssh-rand-helper used bugzilla.redhat.com/show_bug.cgi?
id=755640
ik CONFIRM

www.openssh.com/txt/portable-
keysign-rand-helper.adv

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE
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cpe:2.3:a:o0penbsd:openssh:2.1:*:*** %

cpe:2.3:a:openbsd:openssh:2.1.1:

4.2
4.2p1
4.3
4.3p1
4.3p2
4.4
4.4p1
45
4.6
4.7
4.8
4.9
5.0
5.1
5.2
5.3
5.4
5.5
5.6
5.7

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All
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cpe:2.3:a:o0penbsd:openssh:2.2::*:*:*:*:**:

cpe:2.3:a:o0penbsd:openssh:2.3::**:****:

cpe:2.3:a:openbsd:openssh:2.3.1:

cpe:2.3:a:openbsd:openssh:2.5:*:

cpe:2.3:a:openbsd:openssh:2.5.1 %

cpe:2.3:a:openbsd:openssh:2.5.2:* %

cpe:2.3:a:openbsd:openssh:2.9:*:**

cpe:2.3:a:openbsd:openssh:2.9.9:**:*** ¥

cpe:2.3:a:openbsd:openssh:2.9p1:

cpe:2.3:a:openbsd:openssh:2.9p2:*:** " " *:*:

cpe:2.3:a:openbsd:openssh:3.0:: " %

cpe:2.3:a:openbsd:openssh:3.0.1:% " %

cpe:2.3:a:openbsd:openssh:3.2:*:** """

cpe:2.3:a:0penbsd:openssh:3.2.2:%:":

cpe:2.3:a:0penbsd:openssh:3.2.2p1:** "

cpe:2.3:a:0penbsd:openssh:3.2.3p1: "

cpe:2.3:a:openbsd:openssh:3.3:* """

cpe:2.3:a:openbsd:openssh:3.3p1: "

cpe:2.3:a:0penbsd:openssh:3.4:*: "

cpe:2.3:a:openbsd:openssh:3.4p1: "

cpe:2.3:a:openbsd:openssh:3.5::****:**:



dk Kk Lk akakak.

cpe:2.3:a:openbsd:openssh:3.5p1 ™

LRk kR ok akuk.

cpe:2.3:a:o0penbsd:openssh:3.6::*:* " *:

cpe:2.3:a:openbsd:openssh:3.6.1: "

dkak kR kR k.

cpe:2.3:a:openbsd:openssh:3.6.1p1: "

cpe:2.3:a:openbsd:openssh:3.7:

cpe:2.3:a:openbsd:openssh:3.7. 1

dkak kR kR k.

cpe:2.3:a:openbsd:openssh:3.7.1p1

dk KRk ak Rk,

cpe:2.3:a:openbsd:openssh:3.7.1p2: ** " *:*:

dkakak kR akak,

cpe:2.3:a:openbsd:openssh:3.8:*:***

cpe:2.3:a:openbsd:openssh:3.8.1:**:***:**:

ek Kk ok ak Rk,

cpe:2.3:a:openbsd:openssh:3.8.1p1: " "

cpe:2.3:a:openbsd:openssh:3.9: "%

cpe:2.3:a:openbsd:openssh:3.9.1: %" ™

I

cpe:2.3:a:openbsd:openssh:4.3:*:** " "

dkukakkakakak.

cpe:2.3:a:openbsd:openssh:4.3p1 ™" "

dkkakkakakak.

cpe:2.3:a:openbsd:openssh:4.3p2: " "

O

cpe:2.3:a:openbsd:openssh:4.4::**** "

dkkakkkakak.

cpe:2.3:a:openbsd:openssh:4.4p1 ="

dkakak Lk akakuk.

cpe:2.3:a:openbsd:openssh:4.5: % * " %

cpe:2.3:a:openbsd:openssh:4.6::** " :*:

dkak Lk ak ok akk.

cpe:2.3:a:openbsd:openssh:4.7:*:*** %



cpe:2.3:a:openbsd:openssh:4.8:

dkak kR ok akak.

cpe:2.3:a:o0penbsd:openssh:4.9::****:**:
cpe:2.3:a:openbsd:openssh:5.0:*:
cpe:2.3:a:openbsd:openssh:5.1
cpe:2.3:a:openbsd:openssh:5.2:*:
cpe:2.3:a:openbsd:openssh:5.3:*:

dk Kk kR Rk,

cpe:2.3:a:openbsd:openssh:5.4:*:
cpe:2.3:a:openbsd:openssh:5.5:*:
cpe:2.3:a:openbsd:openssh:5.6:%:*****
cpe:2.3:a:openbsd:openssh:5.7:*: ¥ ***:
cpe:2.3:a:openbsd:openssh:1.2:*:*** " "

cpe:2.3:a:openbsd:openssh:1.2.1:% "

cpe:2.3:a:openbsd:openssh:1.2.2:%:*: %

cpe:2.3:a:openbsd:openssh:1.2.3:%:" "%

cpe:2.3:a:openbsd:openssh:1.3: """

cpe:2.3:a:openbsd:openssh:1.5::** """

cpe:2.3:a:openbsd:openssh:1.5.7: "™

cpe:2.3:a:openbsd:openssh:1.5.8:%:":* "

cpe:2.3:a:openbsd:openssh:2:*:*:*:*: "

cpe:2.3:a:openbsd:openssh:2.1: "

cpe:2.3:a:openbsd:openssh:2.1.1:%:"

cpe:2.3:a:0penbsd:openssh:2.2::** """

cpe:2.3:a:openbsd:openssh:2.3::** "%

cpe:2.3:a:0penbsd:openssh:2.3.1: "

cpe:2.3:a:0penbsd:openssh:2.5: % " *:

cpe:2.3:a:openbsd:openssh:2.5.1:%:*

cpe:2.3:a:0penbsd:openssh:2.5.2:%:*:*



cpe:2.3:a:o0penbsd:openssh:2.9::**:**:*:*:

cpe:2.3:a:openbsd:openssh:2.9.9:%:*

cpe:2.3:a:openbsd:openssh:2.9.9p2::** "

cpe:2.3:a:openbsd:openssh:2.9p2:***

cpe:2.3:a:openbsd:openssh:3.0:*:

cpe:2.3:a:openbsd:openssh:3.0.1:*

cpe:2.3:a:openbsd:openssh:3.0.1p1 " ™

cpe:2.3:a:openbsd:openssh:3.0.2:% % *: %

cpe:2.3:a:openbsd:openssh:3.0.2p1 s

cpe:2.3:a:openbsd:openssh:3.2:* """

cpe:2.3:a:openbsd:openssh:3.2.2:%: " %

cpe:2.3:a:openbsd:openssh:3.5::** """

cpe:2.3:a:openbsd:openssh:3.5p1: "

cpe:2.3:a:0penbsd:openssh:3.6::* " *:

cpe:2.3:a:openbsd:openssh:3.6.1:%:":

cpe:2.3:a:0penbsd:openssh:3.6.1p2:*: " *:*:

cpe:2.3:a:openbsd:openssh:3.7::*** "

rnA2 R:annanhad:nnanagh R 7 1 ¥k kokakkok.



B L T Lo S T T

dkak kR ok akk,

cpe:2.3:a:openbsd:openssh:3.7.1p1 7

akak kR Lk akk.

cpe:2.3:a:openbsd:openssh:3.7.1p2:":* " "

cpe:2.3:a:openbsd:openssh:3.8:*:

cpe:2.3:a:openbsd:openssh:3.8.1: "

dkak kR kR k.

cpe:2.3:a:openbsd:openssh:3.8.1p1 "

dkak kR ok akak,

cpe:2.3:a:openbsd:openssh:3.9:*: ¥

cpe:2.3:a:openbsd:openssh:3.9.1

ak Kk kR Rk,

cpe:2.3:a:openbsd:openssh:3.9.1p1 "

dkakak kR Rk,

cpe:2.3:a:openbsd:openssh:4.0:*:**

sk Rk kR akak.

cpe:2.3:a:openbsd:openssh:4.0p1:*: "

dkakak ok akakak.

cpe:2.3:a:openbsd:openssh:4. 1 * " "

dkakakakakakak.

cpe:2.3:a:openbsd:openssh:4.1p1 ™ "

cpe:2.3:a:openbsd:openssh:4.2:*:** "

cpe:2.3:a:openbsd:openssh:4.5:*:

dkkakkakakak.

cpe:2.3:a:openbsd:openssh:4.6::** """

cpe:2.3:a:openbsd:openssh:4.7:*:*** " "

dkkakkakakuk.

cpe:2.3:a:openbsd:openssh:4.8::** " *:

dkkak Lk akakak.

cpe:2.3:a:openbsd:openssh:4.9::*** "%

cpe:2.3:a:openbsd:openssh:5.0::*** "

dkkakkakakuk.

cpe:2.3:a:openbsd:openssh:5.1:*:*** %

cpe:2.3:a:0penbsd:openssh:5.2::****:**:

dkakakakakakuk.

cpe:2.3:a:openbsd:openssh:5.3:



cpe:2.3:a:openbsd:openssh:5.4::****:*:*:
cpe:2.3:a:0penbsd:openssh:5.5:******:
cpe:2.3:a:openbsd:openssh:5.6:*:

cpe:2.3:a:openbsd:openssh:5.7:

No vendor comments have been submitted for this CVE
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