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Summary

CVE CVE-2011-4339

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-12-15 03:57:00 UTC

Updated 2022-02-03 19:59:00 UTC

Description ipmievd (aka the IPMI event daemon) in OpenIPMI, as used in the ipmitool package 1.8.11 in Red Hat Enterprise Linux (RHEL) 6, Debian GNU/Linux, Fedora 16, and other products uses 0666 permissions for its ipmievd.pid PID file, which allows local users to kill arbitrary processes by writing to this file.

Risk And Classification

Problem Types: CWE-732

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Corey Minyard Openipmi 1.8.11 All All All

Application Corey Minyard Openipmi 1.8.11 All All All

Application Ipmitool Project Ipmitool 1.8.11 All All All

Operating System Redhat Enterprise Linux 6.0 All All All

Operating System Red Hat Enterprise Linux 6 All All All

Operating System Red Hat Enterprise Linux 6 All All All

References

Reference Source Link

Debian -- Security Information -- DSA-2376-2 ipmitool DEBIAN www.debian.org

www.xerox.com/download/security/security-bulletin/16287-4d6b7b0c81f7b/cert_... CONFIRM www.xerox.com

Support / Security / Advisories / / MDVSA-2011:196 | Mandriva MANDRIVA www.mandriva.com

Security Alerts - Secunia SECUNIA secunia.com

504 Gateway Time-out BID www.securityfocus.com

Oracle VM Server for x86 Bulletin - July 2016 CONFIRM www.oracle.com

oss-security - OpenIPMI: IPMI event daemon creates PID file with world writeable permissions MLIST openwall.com

Bug 742837 – CVE-2011-4339 OpenIPMI: IPMI event daemon creates PID file with world writeable permissions CONFIRM bugzilla.redhat.com
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Debian update for ipmitool - Secunia.com SECUNIA secunia.com

Support REDHAT www.redhat.com

Security Alerts - Secunia SECUNIA secunia.com

Red Hat Customer Portal REDHAT rhn.redhat.com

[SECURITY] Fedora 15 Update: ipmitool-1.8.11-7.fc15 FEDORA lists.fedoraproject.org

[SECURITY] Fedora 16 Update: ipmitool-1.8.11-8.fc16 FEDORA lists.fedoraproject.org

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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