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AVNACMAUNCNIPAN Certain versions of Symphony Cms from Symphony-cms contain the
’ following vulnerability:

Multiple SQL injection vulnerabilities in
symphony/content/content.publish.php in Symphony CMS 2.2.3 and
possibly other versions before 2.2.4 allow remote authenticated users
with Author permissions to execute arbitrary SQL commands via the
filter parameter to (1) symphony/publish/comments or (2)
symphony/publish/images. NOTE: this issue can be leveraged to perform cross-site scripting
(XSS) attacks via error messages. NOTE: some of these details are obtained from third party
information.

CVE-2011-4341 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: 4.3-MEDIUM
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Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

Release Details — Release History — Download CONFIRM symphony-

— Symphony. cms.com/download/releases/version/2.2.4/

Netsparker, False Positive Free Web [ MISC www.mavitunasecurity.com/xss-and-sql-injection-
Application Security Scanner - Mavituna vulnerabilities-in-symphony-cms/

Security

IBM X-Force Exchange € XF symphony-filter-sql-injection(71105)
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http://cve.report/glossary/cvss-2-score-details/
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http://www.mavitunasecurity.com/xss-and-sql-injection-vulnerabilities-in-symphony-cms/
https://exchange.xforce.ibmcloud.com/vulnerabilities/71105

Fix potential security holes reported by () CONFIRM github.com/symphonycms/symphony-
Mavituna Security. - 2/commit/476e4926e2773588eab10dd3036f27e1411521b5
symphonycms/symphonycms@476e492 -
GitHub
oss-security - Re: CVE-request: Symphony Z { > MLIST [oss-security] 20111122 Re: CVE-request:
CMS Multiple Cross-Site Scripting and SQL Symphony CMS Multiple Cross-Site Scripting and SQL
Injection Vulnerabilities (NS-11-008) Injection Vulnerabilities (NS-11-008)
Security Advisory SA46663 - Symphony CMS { SECUNIA 46663
Multiple Cross-Site Scripting and SQL Injection
Vulnerabilities - Secunia
() OSVDB 76884
Bugtrag: XSS and SQL Injection Vulnerabilities I3 BUGTRAQ 20111101 XSS and SQL Injection
on Symphony CMS 2.2.3 Vulnerabilities on Symphony CMS 2.2.3
Symphony CMS 2.2.3 Cross Site Scripting / D MISC
SQL Injection = Packet Storm packetstormsecurity.org/files/view/106493/symphonycms-
sqlxss.txt

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3

~

Type Vendor Product Version Update Edition Language
Application Symphony-cms Symphony Cms 223 All All All
Application Symphony-cms Symphony Cms 223 All All All

cpe:2.3:a:symphony-cms:symphony_cms:2.2.3:*:*:*:*:*:*:*:

cpe:2.3:a:symphony-cms:symphony_cms:2.2.3:*:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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