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Information disclosure vulnerability in Apache MyFaces Core 2.0.1 through 2.0.10 and 2.1.0 through 2.1.4 allows remote at
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Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)
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Application
Application
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Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Apache Myfaces 2.0.1 All All All
Apache Myfaces 2.0.10 All All All
Apache Myfaces 2.0.2 All All All
Apache Myfaces 2.0.3 All All All
Apache Myfaces 2.04 All All All
Apache Myfaces 2.05 All All All
Apache Myfaces 2.0.6 All All All
Apache Myfaces 2.0.7 All All All
Apache Myfaces 2.0.8 All All All
Apache Myfaces 2.0.9 All All All
Apache Myfaces 2.1.0 All All All
Apache Myfaces 2.1.1 All All All
Apache Myfaces 21.2 All All All
Apache Myfaces 213 All All All
Apache Myfaces 214 All All All
Apache Myfaces 2.0.1 All All All
Apache Myfaces 2.0.10 All All All
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Application Apache Myfaces 2.0.2 All All All
Application Apache Myfaces 2.0.3 All All All
Application Apache Myfaces 2.04 All All All
Application Apache Myfaces 2.0.5 All All All
Application Apache Myfaces 2.0.6 All All All
Application Apache Myfaces 2.0.7 All All All
Application Apache Myfaces 2.0.8 All All All
Application Apache Myfaces 2.0.9 All All All
Application Apache Myfaces 2.1.0 All All All
Application Apache Myfaces 2141 All All All
Application Apache Myfaces 2.1.2 All All All
Application Apache Myfaces 21.3 All All All
Application Apache Myfaces 214 All All All
Reference

IBM WebSphere Application Server Error Handling Flaw in JSF Component Lets Remote Users Obtain Potentially Sensitive Information on the
issues.apache.org/jira/secure/attachment/12504807/MYFACES-3405-1.patch

[Full-disclosure] 20111205 Apache MyFaces information
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

996850 Java (Maven) Security Update for org.apache.myfaces.core:myfaces-core-module (GHSA-jq6g-p65r-44xr)
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