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AVNACMAUNCNINAC Certain versions of Linux Kernel from Linux contain the following
vulnerability:

m.. S ‘« Race condition in the sctp_rcv function in net/sctp/input.c in the Linux
\“/ ;f"'i:(r' " kernel before 2.6.29 allows remote attackers to cause a denial of
\ @ service (system hang) via SCTP packets. NOTE: in some
/ environments, this issue exists because of an incomplete fix for CVE-
. 2011-2482.

CVE-2011-4348 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: 7.1-HIGH

Access Access Authentication
Vector Complexity
NN |
Confidentiality Integrity Availability
Impact Impact Impact
[NONE_ [NONE_
CVE References
Description Tags Link
404 Not Found 2y CONFIRM ftp.osuosl.org/pub/linux/kernel/v2.6/ChangelLog-2.6.29
757143 — (CVE-2011-4348) 2y CONFIRM bugzilla.redhat.com/show_bug.cgi?id=757143
CVE-2011-4348 kernel:
incomplete fix for CVE-
2011-2482
oss-security - CVE-2011- ¢ > MLIST [oss-security] 20120305 CVE-2011-4348 kernel: incomplete fix for

4348 kernel: incomplete fix CVE-2011-2482
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for CVE-2011-2482
kernel/git/torvalds/linux.git - () MISC git.kernel.org/?p=linux/kernel/git/torvalds/linux-
Linux kernel source tree 2.6.git%3Ba=commit%3Bh=ae53b5bd77719fed58086c5be60ce4f22bffe1ct
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access.redhat.com | CVE-
2011-4348

sctp: Fix another socket
race during accept/peeloff -
torvalds/linux@ae53b5b -
GitHub

Red Hat Customer Portal
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& MISC access.redhat.com/security/cve/CVE-2011-4348

() CONFIRM
github.com/torvalds/linux/commit/ae53b5bd77719fed58086c5be60ce4f22bffe1c6

& MISC access.redhat.com/errata/RHSA-2012:0007

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE
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Version Update Edition Language
2.6.28 All All All
2.6.28.1 All All All
2.6.28.2 All All All
2.6.28.3 All All All
2.6.28.4 All All All
2.6.28.5 All All All
2.6.28.6 All All All
2.6.28.7 All All All
2.6.28.8 All All All
2.6.28.9 All All All
2.6.28 All All All
2.6.28.1 All All All
2.6.28.2 All All All
2.6.28.3 All All All
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Ak kKK kLK Lk,

cpe:2.3:0:linux:linux_kernel:2.6.28.1:*:*:*: "

cpe:2.3:0:linux:linux_kernel:2.6.28.2:*:*:*:*:*:*:*:

Skk Lk k ok akuk.
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No vendor comments have been submitted for this CVE

« Previous ID Next ID—

© CVE.report 2023 B [/ |
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