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Summary

CVE CVE-2011-4360

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-01-08 11:55:00 UTC

Updated 2021-04-21 14:53:00 UTC

Description MediaWiki before 1.17.1 allows remote attackers to obtain the page titles of all restricted pages via a series of requests involving the (1) curid or (2) oldid parameter.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 5.0 All All All

Operating System Debian Debian Linux 6.0 All All All

Application Mediawiki Mediawiki All All All All

Application Mediawiki Mediawiki 1.1.0 All All All

Application Mediawiki Mediawiki 1.10.0 All All All

Application Mediawiki Mediawiki 1.10.0 rc1 All All

Application Mediawiki Mediawiki 1.10.0 rc2 All All

Application Mediawiki Mediawiki 1.10.1 All All All

Application Mediawiki Mediawiki 1.10.2 All All All

Application Mediawiki Mediawiki 1.10.3 All All All

Application Mediawiki Mediawiki 1.10.4 All All All

Application Mediawiki Mediawiki 1.11 All All All

Application Mediawiki Mediawiki 1.11 rc1 All All

Application Mediawiki Mediawiki 1.11.0 All All All

Application Mediawiki Mediawiki 1.11.0 rc1 All All

Application Mediawiki Mediawiki 1.11.0rc1 All All All

Application Mediawiki Mediawiki 1.11.1 All All All
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Application Mediawiki Mediawiki 1.11.2 All All All

Application Mediawiki Mediawiki 1.11_development All All All

Application Mediawiki Mediawiki 1.12.0 All All All

Application Mediawiki Mediawiki 1.12.0 rc1 All All

Application Mediawiki Mediawiki 1.12.1 All All All

Application Mediawiki Mediawiki 1.12.2 All All All

Application Mediawiki Mediawiki 1.12.3 All All All

Application Mediawiki Mediawiki 1.12.4 All All All
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Application Mediawiki Mediawiki 1.15.2 All All All

Application Mediawiki Mediawiki 1.15.3 All All All

Application Mediawiki Mediawiki 1.15.4 All All All

Application Mediawiki Mediawiki 1.15.5 All All All

Application Mediawiki Mediawiki 1.16 beta1 All All

Application Mediawiki Mediawiki 1.16.0 All All All

Application Mediawiki Mediawiki 1.16.0 beta1 All All

Application Mediawiki Mediawiki 1.16.0 beta2 All All

Application Mediawiki Mediawiki 1.16.1 All All All

Application Mediawiki Mediawiki 1.16.2 All All All

Application Mediawiki Mediawiki 1.16.3 All All All

Application Mediawiki Mediawiki 1.16.4 All All All
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Debian -- Security Information -- DSA-2366-1 mediawiki DEBIAN

758171 – (CVE-2011-4360, CVE-2011-4361) CVE-2011-4360 CVE-2011-4361 MediaWiki (x < v.1.17.1): Two information disclosure flaws CONFIRM

oss-security - CVE request: mediawiki before 1.17.1 MLIST

⚓ T34276 Page titles on private wikis are exposed with index.php?curid=... CONFIRM

oss-security - Re: CVE request: mediawiki before 1.17.1 MLIST
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CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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