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CVE-2011-4364

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

AVNACMAUNCRPIAP Certain versions of Fimpeg from Ffmpeg contain the following
vulnerability:

Buffer overflow in the Sierra VMD decoder in libavcodec in FFmpeg
0.5.x before 0.5.7, 0.6.x before 0.6.4, 0.7.x before 0.7.9 and 0.8.x
before 0.8.8; and in Libav 0.5.x before 0.5.6, 0.6.x before 0.6.4, and
0.7.x before 0.7.3 allows remote attackers to cause a denial of service
(crash) and possibly execute arbitrary code via a crafted VMD file,
related to corrupted streams.

CVE-2011-4364 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: (SSEMEDIIN] |

Access Access Authentication
Vector Complexity

NETWORK [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

git.libav.org Git - libav.git/commit () CONFIRM git.libav.org/?
p=libav.git;a=commit;h=c0cbe36b18ab3eb13a53fe684ec1f63a00df2c86
() CONFIRM libav.org/releases/libav-0.7.3.changelog

() CONFIRM libav.org/releases/libav-0.5.6.changelog

Libav () CONFIRM libav.org/

FFmpeq ®Z CONFIRM ffmpea.ora/


https://cve.report/
https://cve.report/CVE-2011-4364/mitre
https://cve.report/CVE-2011-4364/nist
https://cve.report/CVE-2011-4364/cve_org
https://cve.report/CVE-2011-4364.pdf
http://cve.report/software/ffmpeg/ffmpeg
http://cve.report/vendor/ffmpeg
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://git.libav.org/?p=libav.git;a=commit;h=c0cbe36b18ab3eb13a53fe684ec1f63a00df2c86
https://cve.report/CVE-2011-4364/0de86403
https://cve.report/CVE-2011-4364/28ddab55
http://libav.org/
http://ffmpeg.org/

git.videolan.org Git - ffmpeg.git/commit

USN-1333-1: Libav vulnerabilities |
Ubuntu

USN-1320-1: FFmpeg vulnerabilities |
Ubuntu

Support / Security / Advisories / / MDVSA-
2012:075 | Mandriva

Support / Security / Advisories / / MDVSA-
2012:074 | Mandriva

Support / Security / Advisories / / MDVSA-
2012:076 | Mandriva

text/html

— T -

 text/htmi

[ Patch | (Z) CONFIRM git.videolan.org/?
p=ffmpeg.git;a=commit;h=c0cbe36b18ab3eb13a53fe684ec1f63a00df2c86
[ ubuntu.com | ® UBUNTU USN-1333-1

[ ubuntu.com | ® UBUNTU USN-1320-1

© MANDRIVA MDVSA-2012:075

& MANDRIVA MDVSA-2012:074

& MANDRIVA MDVSA-2012:076

() CONFIRM libav.org/releases/libav-0.6.4.changelog

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor
Application Ffmpeg
Application Ffmpeg
Application Ffmpeg
Application Ffmpeg
Application Ffmpeg
Application Ffmpeg
Application Ffmpeg
Application Ffmpeg
Application Ffmpeg
Application Ffmpeg
Application Ffmpeg
Application Ffmpeg
Application Ffmpeg
Application Ffmpeg

Application Ffmpeg

Product
Ffmpeg
Ffmpeg
Ffmpeg
Ffmpeg
Ffmpeg
Ffmpeg
Ffmpeg
Ffmpeg
Ffmpeg
Ffmpeg
Ffmpeg
Ffmpeg
Ffmpeg
Ffmpeg

Ffmpeg

Version Update Edition Language
0.5 All All All
0.5.1 All All All
0.5.2 All All All
0.5.3 All All All
0.5.4 All All All
0.5.5 All All All
0.6 All All All
0.6.1 All All All
0.6.2 All All All
0.6.3 All All All
0.7 All All All
0.7.1 All All All
0.7.2 All All All
0.7.3 All All All
0.7.4 All All All
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http://ubuntu.com/usn/usn-1333-1
http://ubuntu.com/usn/usn-1320-1
http://www.mandriva.com/security/advisories?name=MDVSA-2012:075
http://www.mandriva.com/security/advisories?name=MDVSA-2012:074
http://www.mandriva.com/security/advisories?name=MDVSA-2012:076
https://cve.report/CVE-2011-4364/ee66275a
mailto:%20comment@cve.report
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Ffmpeg
Ffmpeg
Ffmpeg
Ffmpeg
Ffmpeg
Ffmpeg
Ffmpeg
Ffmpeg
Ffmpeg
Ffmpeg
Ffmpeg
Ffmpeg
Ffmpeg
Ffmpeg
Ffmpeg

Libav

Ffmpeg
Ffmpeg
Ffmpeg
Ffmpeg
Ffmpeg
Ffmpeg
Ffmpeg
Ffmpeg
Ffmpeg
Ffmpeg
Ffmpeg
Ffmpeg
Ffmpeg
Ffmpeg
Ffmpeg
Ffmpeg
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Ffmpeg
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Libav
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cpe:2.3:a:ffmpeg:ffmpeg:0.5

Libav

Libav

Libav

Libav

Libav

Libav

Libav

Libav

Libav
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Kk kKK kK,

cpe:2.3:a:ffmpeg:ffmpeg:0.5.1:

cpe:2.3:a:ffmpeg:ffmpeg:0.5.2:*:*:****:*:

cpe:2.3:a:ffmpeg:ffmpeg:0.5.3:*:**:**:*:*:

cpe:2.3:a:ffmpeg:ffmpeg:0.5.4:******:*:
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0.5
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cpe:2.3:a:ffmpeg:ffmpeg:0.5.5: " "™

cpe:2.3:a:ffmpeg:ffmpeg:0.6:*:*: " ™

cpe:2.3:a:ffmpeg:ffmpeg:0.6.1: " """

cpe:2.3:a:ffmpeg:ffmpeg:0.6.2: " """

cpe:2.3:a:ffmpeg:ffmpeg:0.6.3: ™" """

aKLk LKLk LKLk LK,

cpe:2.3:a:ffmpeg:ffmpeg:0.7:": " ™

cpe:2.3:a:ffmpeg:ffmpeg:0.7.1:% """

cpe:2.3:a:ffmpeg:ffmpeg:0.7.2:%:* "

cpe:2.3:a:ffmpeg:ffmpeg:0.7.3:*: "

cpe:2.3:a:ffmpeg:ffmpeg:0.7.4:%:*****:*:

cpe:2.3:a:ffmpeg:ffmpeg:0.7.5:% "

cpe:2.3:a:ffmpeg:ffmpeg:0.7.6:*:* 7 :*:

cpe:2.3:a:ffmpeg:ffmpeg:0.7.7: = =

cpe:2.3:a:ffmpeg:ffmpeg:0.7.8:

cpe:2.3:a:ffmpeg:ffmpeg:0.8.0: ™

cpe:2.3:a:ffmpeg:ffmpeg:0.8.1:

cpe:2.3:a:ffmpeg:ffmpeg:0.8.2: ™

cpe:2.3:a:ffmpeg:ffmpeg:0.8.5:*:**:***:*:

cpe:2.3:a:ffmpeg:ffmpeg:0.8.6:*:*:*:***:*:

cpe:2.3:a:ffmpeg:ffmpeg:0.8.7:*:***

Kk kKK kK,

cpe:2.3:a:ffmpeg:ffmpeg:0.5:******:*:

cpe:2.3:a:ffmpeg:ffmpeg:0.5.1:

cpe:2.3:a:ffmpeg:ffmpeg:0.5.2:

cpe:2.3:a:ffmpeg:ffmpeg:0.5.3:*:*****:*:

cpe:2.3:a:ffmpeg:ffmpeg:0.5.4:****

cpe:2.3:a:ffmpeg:ffmpeg:0.5.5:******:*:

KKk kKKK,

cpe:2.3:a:ffmpeg:ffmpeg:0.6:*:*:**:**:*:

cpe:2.3:a:ffmpeg:ffmpeg:0.6.1:*:*****:*:



cpe:2.3:a:ffmpeg:ffmpeg:0.6.2: " "™

cpe:2.3:a:ffmpeg:ffmpeg:0.6.3: " """

cpe:2.3:a:ffmpeg:ffmpeg:0.7:": " ™

cpe:2.3:a:ffmpeg:ffmpeg:0.7.1: " =

cpe:2.3:a:ffmpeg:ffmpeg:0.7.2: " "

cpe:2.3:a:ffmpeg:ffmpeg:0.7.3: " ™"

cpe:2.3:a:ffmpeg:ffmpeg:0.7.4:%:* . *:*:

cpe:2.3:a:ffmpeg:ffmpeg:0.7.5:% "

cpe:2.3:a:ffmpeg:ffmpeg:0.7.6:*:* "

cpe:2.3:a:ffmpeg:ffmpeg:0.7.7: % "

cpe:2.3:a:ffmpeg:ffmpeg:0.7.8:*:* "

cpe:2.3:a:ffmpeg:ffmpeg:0.8.0:*:****:*:*:

cpe:2.3:a:ffmpeg:ffmpeg:0.8.1:*:* " *:

cpe:2.3:a:ffmpeg:ffmpeg:0.8.2:* ™ ™

cpe:2.3:a:ffmpeg:ffmpeg:0.8.5: ™

cpe:2.3:a:ffmpeg:ffmpeg:0.8.6:*: ™

cpe:2.3:a:ffmpeg:ffmpeg:0.8.7:

Akakak kR kK,

cpe:2.3:a:libav:libav:0.5:*:*:***:*:*:

cpe:2.3:a:libav:libav:0.5.1 %

cpe:2.3:a:libav:libav:0.5.2:*

cpe:2.3:a:libav:libav:0.5.3:*

cpe:2.3:a:libav:libav:0.5.4:**

cpe:2.3:a:libav:libav:0.5.5:** ***

akak koK kR k.

cpe:2.3:a:libav:libav:0.6:*:* "

cpe:2.3:a:libav:libav:0.6.1:* " * "

cpe:2.3:a:libav:libav:0.6.2:*:***:*

cpe:2.3:a:libav:libav:0.6.3:*: """

KKk ok akakak,

cpe:2.3:a:libav:libav:0.7:*:*:***: %"



cpe:2.3:a:libav:libav:0.7.1:*:":

cpe:2.3:a:libav:libav:0.7.2:%:* "

cpe:2.3:a:libav:libav:0.5:*:*: """

cpe:2.3:a:libav:libav:0.5.1:%: "

cpe:2.3:a:libav:libav:0.5.2:%:": "

cpe:2.3:a:libav:libav:0.5.3:%:": "

cpe:2.3:a:libav:libav:0.5.4:%:*

cpe:2.3:a:libav:libav:0.5.5:%: "

cpe:2.3:a:libav:libav:0.6:*:*:* """

cpe:2.3:a:libav:libav:0.6.1:*:*:

cpe:2.3:a:libav:libav:0.6.2:%:* "

cpe:2.3:a:libav:libav:0.6.3:*:*: "

cpe:2.3:a:libav:libav:0.7:*:*:** x>

cpe:2.3:a:libav:libav:0.7:betal:*:*:*:*:*:*:

cpe:2.3:a:libav:libav:0.7.1:*:

cpe:2.3:a:libav:libav:0.7.2:*

No vendor comments have been submitted for this CVE
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